ECGIAC n75: MSUP' | AT

GIAC
SHEBRAEG AR

GLOBAL INTERNET ARCHITECTURE CONFERENCE

APIRIKAERBRSS 13 R PRIN

=5 ER SEHEATR

a‘h’ﬂm&‘l’h[’ o?ﬁlﬂﬁ%ﬂ%




TOP100Summit
ERRYRFIHRIES
BHE: 11815~17H
e JEREFRE PO
100 MEEREBFEIZRM

Mmpd

MPDI{E¥ (JERik)
BE: 7H06~07H

s ERERSWED
201N 3/NBT KBS BRIV IR TR

msup

IMPDIfEY5 (RYlluk)
Bfie: 9821~22H

MR RYEMRZEREIE
20/N3/NBY K BT R DR 1R AR

MPDI{E¥ (Ligik)
BfiEl: 10826~27H
Mg B
203/ K BT B R AR



=% MEZAPIMKXEPA 748 R=
BERAEER

— BT 25FBRNEEFR |, BEPE
Bol SRS ERIRFZEAEIT , 2017500
PRz |, BVENAZEM. a4, PaaSH
Sia




. GINC =5 MSUP | ARCHNDTES

RIHRKYN

APINXHA & APIRI X RS FF APIZZF
K RAIFAL
AISIA "




& GIAC x7%: MSUP’ | ARCANDTES

M—B 46519 (Monolithic)iiiie

= 3
Client —P[LB(ﬁEJZi’S?%) > | « > Databases
iTE A7
O



C.cInC +7%: MSAP | ARCANDTES




EGINC

RIBRSSIRIV RIS

Client

LB (fagk134E) ]—P[

FH5BEH

[

[

LB (fa3137)

LB (£ak1348)

LB(512k191%) ]—»[

[

B

Databases

Databases

v



C.cInC +7%: MSAP | ARCANDTES

Monolith VS Microservices

UI UI

B LT EH T8 ]

—
. Databases Databases
= e

Databases

rﬁﬁ] %u‘ﬁ':]
Databases ) )
Databasesl |




ECGINC =n: MSAP’ | ARCHNDTES

fRAY (B FhAY[a) e
o BESE KRN T @ BEEXTEZSHNAME

o MIRSHFAEESE , B @ RFERWEINNSER
LISEINHEE

o IRB TSN, HETHaS
T © MidZEEMET

© BRONKBFIEEZEER



EGINC

AT AFEZAPINX ?

il i) 35 55

quwenlieqi.com




& CGINC

#ARSS + APIRSC SRS

Client -»[d‘.’i.%AP:ae

[ SH5iEH
<
LB (£a5e1318) H &R
s
LB(GR#13E) > Fam
api.yourcompany.com . rr
LB(A%i3) > iJE
. s
B [ e

TTT

]J—*Eatabas;

<l T Ty
Databases

S — B

P — ]
Databases

S — e

e —— I
Databases

e




ECIAC

APIRIXE R B[R] =R

v SCHIAPLTEUERIEIE
v H—APHRAR

v N RSipEE]

v BRmETA
v BAHARFEN 4RSS

=n%: MSUP’ | ARCHNDTES

gpun




C.GINC 7% MSAP’ | ARCANDIES

APIRIXRYIEF

5 X NETFLIX
v an) el "\ KDI1I_:| ZUUL &@ envoy

Alibaba Cloud Wl Azure

EXl T
§ @ MuleSoft @

IBM APl Connect

~rH=m c_) aWS gl \icrosoft



& CGINC

APIMKEERITIAN

APIRIX {4

RS HETE

HIMFAL

APIZ 5\
FHal



(EGIAC 7% MSUP' | ARCHNTTES

F—mEAN

AIEBAPI J
AR
api-inner.yourcompany.com _
Eva Kﬁiiﬁ)n@g’k
SMERAPT J e B
HNERREAN
api.yourcompany.com @ @éﬁﬁ_%J FaaS
- AMZE—AO
 ARFE—AO
*  B&EEd MOCK
O




& CGINC

RS ItE

/products

N
= e | https://api.your-company.com
i [P
LS
/customers

=T
o
& B

o
— SSL 3

I Jorders

@ . GRS
AAs - EUERTR o

Provider



EGINC 575 MSUP' | ARCHNDTES

APLiERkRYEEar FIHR

4 R e )
- »

28Tk )

e CORS
A}%ﬁ;ﬁw IPERRZE Request
P e Mapping
OAUTH244Y e

ERYE 5

N N N /
< >
: A g N fRintIE A
RIELLIE o
RE « <] Response <] AMP%%;
FEIRADBRET Mappin
fitison PPINg ks
_ NG /o J




& CGINC

KEY/SECRET fZEZ#&=M

POST /users HTTP/1.1
Host: api.foo.com
Content-Type: application/json

{
"userId“: 101,

"userName": "Jack"

}

*<:£::::j;;' build stringToSign

POST

2019-06-02T23:22:33Z
AeWvOOgP7Gg7Ydd23

123432
FA1CAA3A-A096-48CD-AD53-BA5430D30C94
1474274624962

jusers

POST /users HTTP/1.1

Host: api.foo.com

Content-Type: application/json
X-Ca-Key: 1234328892

Date: 2019-06-02T23:22:33Z
X-Ca-Nonce: F41CAA3A-A096-48CD-AD53-
BA5430D30C94
X-Ca-Timestamp:1474274624962
Content-MD5: AelWvOOgP7Gg7Ydd23
X-Ca-Signature-Headers: X-Ca-Key,X-€a-
Nonce, X-Ca-Timestamp
X-Ca-Signature:2WvO0gP7Gg7Yd9879832dsdfsdf=

{
"userId“: 101,

"userName": "Jack"

}

signature = HmacSHA256(stringToSign, secret)

HmacSHAT1
HmacSHA256
HmacMD5

SHA256withRSA

BiTKey3kEXSecret

{HEFESecretiRIGE
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GET /orders

X-IWT-Token:
eyl234abcdefeglIUzIINiIsInR5cCI6Ikpl234
56.JzdWIiOiIxkwIiwibm12345630DFtZSI6IkpvaG
4gR1234abcdedfgjoxNTE2XYUSDFGMDIYFQ.Abcdef
gjijk112345T4fwpMeIf36POk6yIV_adQsswsc

" PRIVATE JWK

TAIERRR U

eyl234abcdefegIIUzIINiIsINR5cCI6Ikpl234
56.JzdWIiOiIxkwIiwibm12345630DFtZSI6Ikp
vaG4gR1234abcdedfgjoxNTE2XYUSDFGMDIyYTQ.
Abcdefgjijk1l12345T4fwpMelf36P0Ok6yIV_adQ
ssw5c

\ 4

A SSHEEIR

GET /orders

& X-UserName: Jack
' PUB'-IC JWK X-UserId: 10001

& +Payload=FEtEa

g mwsaser, = JEELHSCHI Token

"typ": "IWT"

y o 1% 5Payloadyhgey

{

"userId": "10001",
"userName": "Jack",

"userRole": "User",
"iat": 1516239022 (
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{
"alg": "HS256",

Ilt 11} : n JWTII
GET /orders/10002 yp

X-JWT-Token: %
eyl234abcdefeglIUzI1INiIs

"userId": "10001"
InR5cCI6Ikp123456.3zdWIi0 " W, ou " = \V S . s
i IxkwIiwibm12345630DFtZSI6T userName®: "Jack”, BiE X nEEI SRS

kpvaG4gR1234abcdedfgjoxNTE2 ‘userRole": "User®,

XYUSDFGMDIyQ.Abcdefgjijk lath: 1516239022 2llowPolicies:

112345T4fwpMeJf36P0Ok6yIV } i .

adQssw5c B name: 9se"19 . "

- condition: "$userId = $IwtClaims.userId
“" PUBLIC JWK

A

« . APPSR

: Jorders/{userld}

HTTP/1.1 403 Access Denied
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GET:
x-aliyun-apigateway-mapping-mode: mapping
x-aliyun-apigateway-backend:
address: http://100.67.8.10:18088
method: POST
path: getUserInfo
parameters:
- name: userId
in: path
name: integer
required: true
x-aliyun-apigateway-backend-location: formData
- name: filter

in: query

required: false
GET /users/1002 HTTP/1.1 default: summary
Host: api.foo.com type: string

x-aliyun-apigateway-backend-location: formData

€

s
> ;W - APIF%

»  IEIEEAE S POST /getUserInfo HTTP/1.1

" Eﬁ]id\\bumkik%ﬁ userId=1002&filter=summary
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http://100.67.8.10:18088/
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x-aliyun-apigateway-system-parameters:
- systemName: CaClientlIp

location: header

name: X-ClientIp

x-aliyun-apigateway-constant-parameters:
- name: version

location: formData
GET /users/1002 HTTP/1.1 value: 1.0

Host: api.foo.com

> M . APIMx

A

N \ POST /getU Info HTTP/1.1
= FERAPLEFRCSFHRAM X-Clieﬁilp?eg;ZgZ.BB.B
= 2 hsm=—pAAralen
- EM%EE%LFI;&’}E EI‘JllﬂLJ\ userId=1002&filter=summary&versi
on=1.0
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OPTIONS /cors HTTP/1.1
Origin: http://api.bob.com
Access-Control-Request-Method: PUT

4

Access-C9ntr91-Request-Headers: X-Custom-Header allowOrigins: api.bob.com

Host: api.alice.com allowMethods: GET,POST,PUT,PATCH
Accept-ganguage: enjUS allowHeaders: X-Custom-Header
Connection: keep-alive allowCredentials: true
User-Agent: Mozilla/5.@...

v

APIR 3%

v

~~

=R EZ
[aimAR
HTTP/1.1 200 OK ':llﬁlﬁ jj
X s=E= Date: Mon, 01 Dec 2008 ©01:15:39 GMT
[ ]
EEM;&%EE|EJE1E Server: Apache/2.0.61 (Unix)
> A 3=+ Access-Control-Allow-Origin: http://api.bob.com
N N
**ijﬁdz‘—‘ﬂ'%* Access-Control-Allow-Methods: GET, POST, PUT, PATCH
fox'an 2Ll Access-Control-Allow-Headers: X-Custom-Header
[ ] F=:
IEJ{% Elul_ﬁﬁa% Content-Type: text/html; charset=utf-8
Content-Encoding: gzip Content-Length: @
Keep-Alive: timeout=2, max=100
Connection: Keep-Alive Content-Type: text/plain o


http://api.bob.com/
http://api.bob.com/

EGINC

APIZE=F

GET /users/1002 HTTP/1.1
Host: api.foo.com

varyByParameters:
- userlId
varyByHeaders:

- Accept

- Accept-Language

oo

IRIESHEXDER
IRiEHeaderX &R

<

y

v

HTTP/1.1 200
Cache-Control: duration=900

{

“name”: “Jack”,
“age”: 24
”prole”: user

}
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routes:

%%&Egm - name: vipService
2, backend:
==$' address: 172.16.0.11

condition: "$CaAppKey = ‘100666°”
- name: experienceService

backend: VIPEE%
address: 172.16.0.15 172.16.0.11

condition: "$CaUserAgent = '2.0.0'"

- @
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routes: LBIhRAARSS: 172.16.0.23
- name: blueGreenl i
backend:

address: 172.16.0.24
condition: "Random() < ©.05"
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replicates: 172.16.0.10

- name: alphaTest
backend:
address: 172.16.0.17
condition: "Random() < ©.10"
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@Cll\c xhs: MSAP
/

entry:

if (not expired) {
%Eﬁ ﬂﬁ Hg f‘limﬁit return CIRCUIT BREAKER_OPEN
* }

state = HALF_OPEN

\\}eave: ‘//

~

//;ﬁtry: ‘\\\
if (over max concurrent) { entry:
return BUSY;

if (over half_open concurrent) {

} return CIRCUIT BREAKER OPEN
}

leave:

if (too many timeouts) { leave:

state = OPEN
expired = now + OPEN_EXPIRES

if (success over threshold) {
state = CLOSE

2

¥
if (failed over threshold) {
state = OPEN
expired = now + HALF_OPEN_EXPIRES
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Hix 09 IRET

A

HTTP 404
X-Ca-Error-Message: Role Not Exist

v

[EimARSS

mapping

HTTP 200 OK
Content-Type:application/json

{
"req_msg_id":"d02afa56394f458e1772",
"result_code":"ROLE_NOT_EXISTS”

}

‘
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API{EZifixl

httpCommon - {#iXAP|

WREW AR
®mOME
HTTP 4|/ apihongkong.fredhuang.com & Header: {"Host":"apihongkong.fredhuang.com","X-Ca- == —+
Timestamp*:*1560147688175",“gateway_channel*:*http*,"X-Ca-Request-Mode":*debug®,"X-Ca- 15 \ﬁ *Eyém T
Key*:"25345807",*X-Ca-Stage":*"RELEASE","x-ca-nonce":"d0adBd4d-2c89-4912-b584- -
POST /httpCommon 708cc716ae67"," Content-Type"; "application/x-www-form-urlencoded; charseteutf-8°,"X-Ca-Signature-

Headers":"X-Ca-Timestamp,X-Ca-Request-Mode,X-Ca-Key,X-Ca-Stage","X-Ca-
Signature®: "xx8EI92ELT7/Ei3FIdWtQvIPGo+xargrsjymVHG310Q=")

i Body: {*hello”:"world"}

Eewm
Response:
o R EHRSGR AT

Q

e Date: Mon, 10 Jun 2019 06:21:28 GMT \) [ =] é -lj

Ea Content-Type: text/htmi;charset=GB2312
Content-Length: 411

Body Connection: keep-aiive
Access-Control-Allow-Origin:
Access-Control-Allow-Headers: X-Requested-With,X-Sequence, X-Ca-KeyX-Ca-Secret,X-Ca-Version X-Ca- iE'_‘APIEU%‘ 2
Timestamp, X-Ca-Nonce X-Ca-API-Key,X-Ca-Stage X-Ca-Cllent-Deviceld,X-Ca-Client-Appid, X-Ca-Signature X~ ,\'—5 N 2

Certificate Ca-Signature-Headers, X-Ca-Signature-Method, X-Forwarded-For,X-Ca-Date X-Ca-Request-
Mode, Authorization, Content-Type Accept Accept-Ranges,Cache-Control, Range, Content-MD5

WiES®: | @AppSecret . Access-Control-Max-Age: 172800
X-Ca-Request-id: COC06B3B-0242-467B-9AA6-798C64E7FODB

AppName = integration $

+*,"host":"apigateway-backend.alicloudapi.com:8080

Stage - RELEASE s length*:* 11", "user-agent"”."AliOpenAPI/1.0","x-ca-

TIETR OBy P e e s L. ey SRR AR EE RIS
===z

AppKey =

AppSecret = [ ————

0l

(X-Ca-Eror-Message® Bk 1R iRE )
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1960-1980

Basic interoperability
enables the first
programmatic exchanges
of information. Simple
interconnect between
network protocols.
Sessions established to
exchange information.

TECHNIQUES
ARPANET, ATTP, and
TCP sessions.

Tt =

1980-1990

Creation of interfaces
with function and logic.
Information is shared in
meaningful ways. Object
brokers, procedure calls,
and program calls allow
remote interaction across
a network.

TECHNIQUES
Point-to-point interfaces,
screenscraping, RFCs,
and EDI.

ERFE: ProgrammableWeb, http.//programmableweb.com

. BI{ERgEE.

=it

|

1990-2000

New platforms enhance
exchanges through
middleware. Interfaces
begin to be defined as
services. Tools manage
the sophistication and
reliability of messaging.
TECHNIQUES
Message-oriented
middleware, enterprise
service bus, and service-
oriented architecture.

7'5)5)?4\{%

2000—today

Businesses build APIs

to enable and accelerate
new service development
and offerings. API layers
manage the OSS/BSS of
integration.

TECHNIQUES

Integration as a service,
RESTful services, API
management, and cloud
orchestration.
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