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&%l Logstash BT —LAMEREER| ES &,

APSARN
= ® x e

Beats

§ — - Visualize
| e -—
| AUDITBEAT BEAT

4 elasticsearch kibana
i $
i Parse &
s \ Enhance
| FILEBEAT PACKETBEAT
O ] w
| HEARTBEAT WINLOGBEAT logstash

Filebeat

Filebeat £ IRENXABE, LIRS EFINAELRIN A log. F5t, Filebeat EREYF
THI, FEEHE, LLAINREMEY ES (IEE, eR2EERZEE—1 ES pUEHR, BEE
HEILHRITAN T, RBEER— I BEEEEMEETRE . FTLL Beats RIESE M “E/RML7,
18 Logstash Al RZI4EBERIE T, EIEMARETEM .
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Z o
Beats
Metricbeat

Metricbeat €1 1>RERBITEIE, BoIZEEEXENA. hE, eiIETLiERE. tha
XTEEERRERFRSN, RUUBERSEEXSBRERF L, AR LIS NEE
ERZEEIIEE 2P RFABEERE. CPU. MEESE., BiMIUBCHEEERAEA
BiER, BEREMN, BeEXRE.

P APSARN
E @ x ®

Beats

3 1121MB/s 479.726KB/s
103 ) 8% 0%

e s £ e Attt it 8 o 1 ey s Bt ot 3

Packetbeat

Packetbeat TEREMKZEIE, BEE Metricbeat RERIMEZHIETIFHM, Metricbeat
HQeglmNEIFHAON-=EIERH T2/ 0H T2/, M Packetbeat 8EXIEMEZRIHIEEZ D,
BAERLE |P X7, B2/ P ipiaiEk . I LUEEEERHEEIEF IS SRR
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A, EAMSItR— =8, MnEXEEtr, FUBIIEENN, RN Fal2Xmi
iR, MURBHR—<, RERBENARYIE.

P APSARN
E 8 x @&

Beats

I
T D~ |

Heartbeat

Heartbeat = GIENARYOBE. kil Java FAMERRITHIRAMIRS, RAMIKRSE
AL EENAN EA T, BEREHARREEME, (MNREKER MRS . MRE
7389, tLI—EXERNSHNERSR, EEE Heartbeat EEBCE -

V. APSARN
E & x @

Beats

13 20

1R i
; 2 i
f:; I

] e []
111 |

APM
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HEBHAREF— APM, SENAEFMRERE . RERMNIARARZXOR, RS
RNAMANEFREAAKEERE, BREE. WLAEE. BKTE. IR EERFE. B
BURT#I Elastic Stack ek, BRELEFFEERMAERNFAE—NITR, X2
APM, LEIIXEBEZETJLNE, (RULEREFESWRIEREE, BrLIERRSIE
FRYEES. - -

APSARN
oM ox @

BAI—P—"1kiH, TEXNE APM SRRAIERHERKRE . IRFAIMIRSB/L 1 eE
EBNLETAENA. IR, ERRIMHERATSAI— MR, IBATIEENXE
EETRIRMEIREMER, X2 ES i APM BalREHEZ REHNSHAY.

b7 LERINERER, RS ZEBESHIENAIE . LAl FERMN Java il Go BEE!
Ruby, BEBAILIFMREIREH L%, (NMXRFBECRINBEFEEREATLLT .



45 > ES £ TR A

~ APSARN
E M x &

Apm

B Y - o

[———r—

[T S ——

Logstash

Logstash LIBIRAERENTE, EAX FEMIFBEHIRTE SIS, BUEE. XA, HE.
MEEFBRT LSRR, ARETENFERIMERE] ES X ERUAERINCBELMAE
B ETL, tbanmiinm Beats RERHIEEKEI Kafka, MEHIERI ES EANFE
Logstash kihEY, FrLAEHEHETFT— AR ETL,

~ APSARN
E 8 x @

LLogstash

A
E Analysis
\ é' Archiving

E

O gqg — 0
\Monnlorung
g //l' logstash \
— .
Alerting
lllII

LAEFIRIRAIRS St Ai%#%E Elastic Stack R, EBENEWUESEIEFTE—RML,
FEXASHRENIRERR, MERE ES —RMAItLR=.

B IRBEAINE—T2MNRIN Birs, —L%=6,
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=, WU T N R7HS

BI1: HIRSFEE

MAEMESRA SRR ANE D UG E B MIRSHIIEE LLANE R B RMARS WSS 5
FNAREEESRE/LED, ARETERFRDSBFERITER. T, B, HESFS, X
AILGRERGUER S, BRI LINEESUKFES @RS, MEEIEBNHEERA~—F, tLanan
RAFHRSIERERFBIA, EHEMERE 20, 301

REHIRRNRXENE APM, MEEESHNRNAEER, RKECIRSHEKREE, HLLIRS
tERIE, HARELLRIEES; 21, MRSSEARENHEETNAHIE, BRNERSME
*, BHIRWSHERX, FAIEEET Filebeat REIK; F=1, FKlIEHEF Heartbeat.
ELANHMAFRIIRS AT T, M 20 NTREEI 12 14, HIITMEREHITEE.

R R BRI AR S HISEERIERE, tbin User. Product #1 Order Z/@HIERIEA,
A AT IR REER T, XNBIIMNSHIEEEE ., Beiskii, RN~
B ES —#%, IENAAAIIMRS FEANXFEIMEI—A .

P APSARN
E 8 x &

23

AN

o1 A AR 55 &

Apm Agent

Elasticsearch

Heartbeat

B12: HhiEHEES

PEMMRNARAEEO AR, LINEERE. ZFEFE. 20001F, tLnIMMEEs
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HRFA, BEE5S—HLHNESEE, BEEXSAHTHIESTRAMESEZ 1 S0, X5t
BEE—NZIREEE—MEFEIET. XEESAE Zookeeper kit Leader 1£BUNE, FB
EIEFREEM—NEE, EAEHIHEE T 8IE e ERE RRIRSEFSENY, 125 H
B o

/PSARN

E & x @

Zookeeperfg

B2 Kafka, FAIBIEHEIMIRSER, LB MRS EBASEIERE, HEE
EBIFEAR, PRLIESIA Kafka FBERET, BIFEEE, FUBRIIBETERIT7E
AOSERR IR o

APSARN

E B x ®

KafkayH S\
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Bl 3: BEiFES

HHRSEF—RENSERFRFLE, F1EER=, LEAECHNEENE, T2
BT, WETZHE RS FANGEEEXRER . ELINWESALIMBHERIEEEAD? Wi
(a7 AIE T BAT? X EEE R JSCRI it R R EE

HATTLANIXAN R G HEIR demo EIBEI, RERIFRZAIER, WK, #E. CPUL K
7. RX.| A NBEFS . BRI —aRSH[LFREPEANIHREERLLE—, MR
SHEERE TREST, MUK ERFRANGEBRER.

P APSARN

E & x @

System RSt fax

( ( (\ 15KB/s  1.4KB/s 0
10.5GB 19 m

DL EXRT2MNEEER T AN BRAIEAR EfxT  8ENARSE  PEEFHRERS.
HQ%AA)\E’\JHRME;“}EFEE,HH%E, BAIPTEHMASEREX ="MpHE . WRIREFA—

BEARAR, (FEXONAEEE Java NAEER. RSEO. LB, HUEEZ3E
B9; RFFEHEZR—=, AseX0 Java APP RIERE; MRIRE— A0, ATaeEx
DEMGE—RAVERA, IRMREBEHSELTNLE, RFREREXTE, MXAFE—T
EINEIRAIRARFES
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{5 SkyWalking # Elasticsearch =L
M HEIR IS
fE: SkyWalking 2o XINEMHEEEE APM ( Application Performance

Monitoring ) TR, SR AN HRIBIRR S . AN BERMEZ= Elasticsearch 7.45k
AHISLAS SkyWalking, SEIRRTSEAIRIEHERR St

dbea
B=Ia.c

SkyWalking EBLAT4F4E:

o ZEIREGE, FAEEEXMAERLE.

o FEhiFttisiz, EM T OpenTracing #nEH SDK., BEEEY XZE) OpenTraci
ng—Java SZIFRYEH

5BA : OpenTracing 2#A92EH1ES 0 OpenTracing Registry.

o BliEEINFomisiznl LIERER, FRFMEER BB EAIF0AE, EEFA
BB,

o 4 Java RisDIFIEF, 12t RESTUlRSS, AT AEMIESIREHEM S EES.

o SEREARIN DT

SkyWalking BIZREENT .

Tracing

< ‘J‘ e Skywalking

Metrics

RSN

Service Mesh

1

; | iver in gRPC/HTTP |

Traces in diff formats

Skywalking
ul | Tracing Metric

L1

SkyWalking Observability Analysis Platform

S Myga\L Q@rioB

aaaaaaaaaaaaa

Query Core

Storage Implementors



https://opentracing.io/registry/
https://account.aliyun.com/register/qr_register.htm?oauth_callback=https:/developer.aliyun.com/article/780100
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SkyWalking B9 OEF RS FIESERFEFEERD , Bid HTTP 5 gRPC B
@ SkyWalking Collector 122X 5 FiIEE5#E. SkyWalking Collector J#EIE#H1T5H
IR E, 7Z(EE Elasticsearch. H2. MySQL. TiDB £H—817], &E&@id SkyWa
king Ul (ORI REBEDITER. Skywalking NS4 RFMSMERINELR,
XIFEZMIESH Skywalking Agent | Zipkin vi/nv2 | Istio #1ll. Envoy EESEIERE
Lo

A AXNEE SkyWalking SPIE = Elasticsearch 7.4 lRARIEREE, FHAILUB
13 Skywalking &Fim £ Java AHE, FHES, B2 B SkyWalking £
Java RFBEHE . SkyWalking 3Z#589RE4FN2E4, 15500 SkyWalking B/ X4

BRI LA T RIE:

o BIEPIEZ Elasticsearch 3£, AM{FEA 7.4.0 R4,
BINMRELR, 152 WeiEE = Elasticsearch 3L,

o HEFE—B Linux fRS8E, HERSSEHZE JDK, E3k JDK IRAA 1.8.0 LA LIRS
BIVEFERME = ECS IRSB2E. WX ECS RSB EMNAE, BENEE—: 81 ECS
S/

AR 2 IDKWAR, BENSE = ©& JDK, IRKIEHZE JDK, /[ SkyW
alking EEERE, At R Java not found 8¢& java—xxx: No such file or

directory #&& .

o HAfR Linux ARES28A9 8080. 10800. 11800. 12800 iwOA# 5.
o X Linux BREZ2EAIBE X IER SELINUX.


https://help.aliyun.com/document_detail/104185.htm
https://help.aliyun.com/document_detail/104185.htm
https://github.com/opentracing-contrib/meta
https://help.aliyun.com/document_detail/69055.htm
https://help.aliyun.com/document_detail/151694.htm
https://help.aliyun.com/document_detail/151694.htm
https://help.aliyun.com/document_detail/135297.htm
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1. SB—: T#EFH LI SkyWalking
2. £ ft& SkyWalking 5 Elasticsearch i&Ei&
3. TER= KIER

THB—: TEHFHZL%E SkyWalking

1. fE Linux 528+, T# SkyWalking.
SEWOEFE Y 7.0.0 lRA . AFAXERRIZ Elasticsearch 7.4.0 iRA, F ik
£ Binary Distribution for ElasticSearch 7 Zi##I ., T&a<SUT.

wget https://archive.apache.org/dist/skywalking/7.0.0/apache—skywalking—
apm-es/-7.0.0.tar.gz

2. WRIE.

tar —zxvf apache—skywalking—apm-es7-7.0.0.tar.gz

3. EEMERRINMH

I apache—skywalking—apm-bin—-es7/

IREIERIT o

total 92

drwxrwxr—x 8 1001 1002 143 Mar 18 23:50 agent
drwxr—=xr—x 2 root root 241 Apr 10 16:03 bin
drwxr—xr—x 2 root root 221 Apr 10 16:03 config
—rwxrwxr—x 1 1001 1002 29791 Mar 18 23:37 LICENSE
drwxrwxr—=x 3 1001 1002 4096 Apr 10 16:03 licenses
—rwxrwxr—x 1 1001 1002 32838 Mar 18 23:37 NOTICE


https://help.aliyun.com/document_detail/161783.html
https://help.aliyun.com/document_detail/161783.html
https://help.aliyun.com/document_detail/161783.html
http://skywalking.apache.org/downloads/
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drwxrwxr—x 2 1001 1002 12288 Mar 19 00:00 oap-libs
—-rw—rw-r—— 1 1001 1002 1978 Mar 18 23:37 README.txt
drwxr—=xr—x 3 root root 30 Apr 10 16:03 tools
drwxr=xr—x 2 root root 53 Apr 10 16:03 webapp

$E—: & SkyWalking 5 Elasticsearch i&i#

1. TEconfig BRT, ¥JFF application.yml| 3%,

cd apache-skywalking—apm-bin—es7/config/

vi application.yml

2. EfuE storage &85, BN H2 FEESCN elasticsearch7, FHZBRLLITAEBED

oo

Bo

storage:
selector: ${SW_STORAGE:elasticsearch7}
elasticsearch?:
nameSpace: ${SW_NAMESPACE:"skywalking—index"}
clusterNodes: ${SW_STORAGE_ES CLUSTER_NODES:es—cn—-4591kzdz
kOO0OI**** public.elasticsearch.aliyuncs.com:9200}
protocol: ${SW_STORAGE_ES_HTTP_PROTOCOL:"nttp"}
# trustStorePath: ${SW_SW_STORAGE_ES_SSL_JKS_PATH:"../es_keyst
ore.jks"}
# trustStorePass: ${SW_SW_STORAGE_ES_ SSL_JKS PASS:"}
enablePackedDownsampling: ${SW_STORAGE_ENABLE_PACKED_DO
WNSAMPLING:true} # Hour and Day metrics will be merged into minute ind
ex.
dayStep: ${SW_STORAGE_DAY_STEP:1} # Represent the number of d
ays in the one minute/hour/day index.
user: ${SW_ES_ USER:"elastic"}
password: ${SW_ES_PASSWORD:"es_password"}
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5BE: SkyWalking BRSBEVAER H2 76, FEBIFAFMEIIF Y, RS ESFEA
BB elasticsearch.

S5 ]z
selector Fi#gikiEes . AORE N elasticsearch7,

A =N8), Elasticsearch 3L, FFERSINGRSFAHLSEE
nameSpace

{EJIRIER o

185 Elasticsearch sSLAIRIIAIEMIL . R TFSEAIS SkyWalking A~7E
clusterNodes RBE—&BME VPC ( Virtual Private Cloud ) &, FItEERLK
matetl, SREVGNIBSNEELANEREE .

user Elasticsearch SLAIRIBIDARE, BN elastic,

XN AFRIZERS . elastic BFRIZISELIESLAINIEE, WRTICH

password . e —— . — e e e /s v
55, EETBNIEEIIRELSE, B2 NEEXLANHAZERE,

R BREP(USTERFZMZBENT, 518 trustStorePath #1 trustStorePass, &

M£#zEE NoSuchFileException:../es_keystore.jks.

3. ANk EXUEIRRY IP Helkekis S,
SkyWalking BiiAEH 12800 1E8 Rest API &{im, 11800 8 gRPC APl imH,
BJ7E application.yml 3{4H9 core MEX, AFERBIAEE

core:

selector: ${SW_CORE:default}

default:
# Mixed: Receive agent data, Level 1 aggregate, Level 2 aggregate
# Receiver: Receive agent data, Level 1 aggregate
# Aggregator: Level 2 aggregate
role: ${SW_CORE_ROLE:Mixed} # Mixed/Receiver/Aggregator
restHost: ${SW_CORE_REST_HOST:0.0.0.0}


https://help.aliyun.com/document_detail/67804.htm
https://help.aliyun.com/document_detail/159883.htm

4.
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restPort: ${SW_CORE_REST_PORT:12800}
restContextPath: ${SW_CORE_REST_CONTEXT_PATH:/}
gRPCHost: ${SW_CORE_GRPC_HOST:0.0.0.0}
gRPCPort: ${SW_CORE_GRPC_PORT:11800}

AJiE: £ webapp BRT, & webapp.yml BL&-
AERARANEE, S LURIBEEATERER .

server:

port: 8080

collector:

path: /graphgl

ribbon:
ReadTimeout: 10000
# Point to all backend's restHost:restPort, split by ,
listOfServers: 127.0.0.1:12800

SE=: BIFER

1.

£ Linux BRS5287+, Bah SkyWalking.

cd ../bin
Jstartup.sh

=

==,

=

o TE/ash SkyWalking &, 155#* Elasticsearch SLEIAIEEIRZES .
o W17 /startup.sh @<, =EIRY/E5N Collector #1 Ul

[BappkIhfE, REIIITFEESR

SkyWalking OAP started successfully!

SkyWalking Web Application started successfully!

54
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2. FENESSEh, 1418 http//<Linux ARSSEERY IP Htik>:8080/.

Skywalking) - yEE

Service Dashboard

8 © @ ==

©p50 @575 ©p0 @05 @pP

HAA  ¥X{EFE SkyWalking i&# Elasticsearch IRSS, Biistbiig. B SkyWalki
ng FE G Elasticsearch RSB EIZAER index, FRLAEREIZEFHRZET, HITXNRE
SERTH, RSB EE BERAMBsRE5, BERRH<SkyWalking A9

ZAEIRIZ>l0gs/skywalking—oap—server.log.

w

2EF Kibana 54148, BERXIN Elasticsearch S£AI8Y Kibana 12414, H#47 GE
T _cat/indices?v ssSEERSIEUE.

RIEREILER, BJLAEER Elasticsearch SR EE T AELA skywalking—index FF
DS IEEN

green open  skywalking-index all percentile-26288488

green open  skywalking-index endpoint_inventory

green open  skywalking-index_service_apdex-282884823

green open  skywalking-index_database_access_resp_time_month-282804
green open  skywalking-index_service_relation_client_cpm-28288488

green open  skywalking-index database_access_sla_month-282884

green open  skywalking-index_service_relation_server_call sla-28288488
green open skywalking-index endpoint_sla-28288488

green open skywalking-index instance_jvm_memory_ noheap-28208488

green open  skywalking-index_service_relation_server_percentile-28288483
green open  skywalking-index_service_instance_relation_server_resp_time-28228483
green open  skywalking-index profile task segment snapshot-28288483
green open  skywalking-index endpoint relation cpm-2828e488

green open  skywalking-index instance jvm old gc time-208288488

green open  skywalking-index service sla-28288403

green open  skywalking-index top_n_database statement-2082208488

green open  skywalking-index serwvice_relation_client_call_sla-2820884@8
green open  skywalking-index_endpoint_percentile_month-282684

ORoaon._ Onan anm-amant - ronfiounatinn


https://help.aliyun.com/document_detail/122668.htm
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{EH Filebeat+Kafka+Logstash+Ela
sticsearch f9ZHER RS

WE: MENENRER, BEMEsckZ , SEFEEEFHITRIAIETER,
8] @ 1Y Filebeat+Kafka+Logstash+Elasticsearch R E H E #H IE 2 [0 B =
Elasticsearch ({&#k ES) &, @Y Kibana #i70JMBRE DT . AXNBEK
BISEI 5% .

Kaftka 2—fo . S&FML. I RAGEEMNIIIRS, ZATHRSIE . RmisiER
B, RIVEHELE . AEMNBEo TS AR, ERANAREIEESH AR SERAIED o
AERREREENT Kafka ik, HFIBIESIAHAZESNT Kafka hit.

FELMRRAmSES, AT HEAFIBIRMGRVFER, BaJLUER Filebeat SREREHUE,
%5 Kafka {EJ9 Filebeat Y%t . Kafka SCAS1EWE Filebeat REREUES, LA Logst
ash {EafEtimiag . #1HE Logstash FHIEIBERLSA S Ll se A seiH AT K,
IERSETLAIBIY Logstash B filter iEHTIEEIE . RERKHERKIEIERLE ES T
SHAEER, FHEE Kibana #7HESTSRR. BRRENT,

EHMHFEENE —» Flebeat¥&E —» KafkaiHE7#E —» Logstash —» Elasticsearch —»  Kibana
iR, ME, R iR, aE ikt SEn

BIFRE

1. HEEIE
SRR S, BIECIESLA. %3k Filebeat F.

R L& Filebeat B ECS. fIE= ES. fJE= Logstash. FIE=EEAT Kafka &
Zﬁﬁﬁ_ VPC —Fo


https://help.aliyun.com/document_detail/68151.htm
https://help.aliyun.com/document_detail/169257.html
https://account.aliyun.com/register/qr_register.htm?oauth_callback=https:/developer.aliyun.com/article/780100
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LB —: L& Filebeat
BLE Filebeat 89 input AEZKBEE, output A Kafka, ERTEIERESR Katka HY
185 Topic #,

#$£I® " BLE Logstash &i&
BLE Logstash B8/ input A Kafka, output FMIEZ= ES, {#H Logstash &
Topic FRIEIEFHEMEIFIE = ES #.

FTR=: EEATEERE
EiHEY Kafka FEEBSERANBEZRIINTS, WG HSHIEZ S REMI

LIBPU: @Y Kibana i€ B E&E0E
£ Kibana =% &H89 Discover TUmE, @1d Filter i3yEHE Kafka fHXRIEE

BUEEPIE = ES 3L, FHBLAIRNERIEIEZESIIIEE.
B eSS BIES MO E = Elasticsearch SLEHFNBLE YML S5, ALL6.7
AR S

BIEZEFIE = Logstash £, BEXRIZELAISHIEZ= ES SLAIRIRAER, HEER—
EEME VPC (Virtual Private Cloud ) o
BMRELEBIESNEIEME S Logstash £,

WL HEEE=BEMT Kafka hiRLHI. €72 Topic #1 Consumer Group.
AXfER VPC L, HERZELAFISHER ES LHFER— VPC T, BEMRIELE
520 VPC A,

i Topic 1 Consumer Group HNEALZBESNEE = CIERR.

BIZMIEZ= ECS 524, 7Hi% ECS EHISHEZ ES LA Logstash SEAILETE
- \/PC —Fo
B EZRISS N ERRSeIESA .


https://help.aliyun.com/document_detail/169257.html
https://help.aliyun.com/document_detail/169257.html
https://help.aliyun.com/document_detail/169257.html
https://help.aliyun.com/document_detail/169257.html
https://help.aliyun.com/document_detail/69055.htm
https://help.aliyun.com/document_detail/61336.htm
https://help.aliyun.com/document_detail/270778.htm
https://help.aliyun.com/document_detail/99954.htm
https://help.aliyun.com/document_detail/99952.htm
https://help.aliyun.com/document_detail/87190.htm
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TR 1Z ECS LIk Z% Filebeat, BT Filebeat BEI{Y3Z#F Aliyun Linux. RedH
at 1 CentOS X=FMR(ERF, FUTEOIRINBEEFEEP—FMRERS,

5. 7£ ECS 3fll_ %% Filebeat,
BE{REEEIES N Install Filebeat, AS{EF 6.8.5 My o

1. EELET Filebeat B9 ECS RSB EE,
BRIRELEES TR,

2. A Filebeat ZEBZR, T T®H<S, CIEFHECE filebeat.kafka.yml 32,

cd filebeat—6.8.5-linux—x86_64
vi filebeat.kafka.yml

filebeat.kafka.yml BEEII T -

filebeat.prospectors:
— type: log
enabled: true
paths:
- /var/log/*.log

output.kafka:
hosts: ["172.16.** **:9092""172.16.**.**:0092","172.16.**.**:9092"]
topic: estest

version: 0.10.2


https://www.elastic.co/guide/en/beats/filebeat/current/filebeat-installation.html
https://www.elastic.co/cn/downloads/past-releases/filebeat-6-8-5
https://help.aliyun.com/document_detail/71529.htm
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S 1508
type EINER, IRE A log, BRBWNBRABE.

enabled IZEEREEEEN. true TREX, false FRAERL,

FENRENASXHIRER S TETHAESRIBRE TREe—1TEANEETEX

aths
g PR E.
Host HEZI Kafka THIRVEA R, AJELAIFERERE, FHEESIEE

osts

NS, BFAXERNE VPC 24, B ERBHAEANS.
topic HE@mHZEEEAS Kafka B9 Topic, BIEEREEBIZERI Topic.
. Kafka B9hRZA, BITEHERTI Kafka RISLAFEImEIREN

version

TR FEESHARE.

3. JBxzh Filebeat.,

filebeat —e —c filebeat.kafka.yml

1. EFRME = Elasticsearch 1=H8
2. HANBRES.
| TETRERSRERI=AL, &Rl
i ZEEMSAE, $E Logstash 3L, SARTE Logstash SEAIREFEBRSLHI 1D,
3. EEMSHE, PEEEEE.
4. AEEEYERXL, BEAIEEE.


https://help.aliyun.com/document_detail/68342.htm
https://help.aliyun.com/document_detail/68342.htm
https://elasticsearch.console.aliyun.com/
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i

E7IE=

® ={TH

5. HARIEEEMASIE, WAEEID HikEEE.
A fERRIEEECE T

input {
kafka {
bootstrap_servers => ["72.**.** 92:9092,172.16.**.**:9092,172.16.** **:909
2"
group_id => "es-test"
topics => ["estest"]
codec => json
}

}
filter {

}
output {
elasticsearch {
hosts => "http://es—cn—nBw101x0w001c**** elasticsearch.aliyuncs.com:920
0"
user =>"elastic"
password =>"<your_password>"
index => "kafka - %{+YYYY.MM.dd}"
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> {#M Filebeat+Kafka+Logstash+Elasticsearch #IZ2BAEST RS

£ 1. input 2%0588

W

”

15EH

bootstrap EEPR\T Kafka SEHIRYEA R, SJELHNEBREIRE, FHEE2lE

_servers

group_id

topics

codec

EEANS . BHFAXERNR VPC L6, EIERENAEANS
IBENEEEER Consumer Group HIZFR.

EENESEIERT Topic RIBIR, FES Filebeat ECERY Topic HIR

T

REN json, FRENT JSON BXXHFE, EFE Kibana 51

£ 2. output 2&0HE

2H

user

pass

word

index

15EH

fUEZ ES RYIAEMELE, BB http:/<FIEZ= ES SEAIRIRMIEIE>:9200.
i%E3: EHEMER ES SEARENSEREREER ML, FEEENE
ELHNENMER .

BIEPIEZ= ES RS, BUAA elastic, BRI LUERBZEAR, #1515
% For more information, see i@id Elasticsearch X-Pack &2
MEBFNRER

Py
=
=
E'S

HEPUExR ES RYERS, FRIEXLAIRNRE .. MIRTICEN, IHITESE, &
EEER ISR L RES WEELOILIEER .

F5|B . kB kafka - %{+YYYY.MM.dd}FRT=E5|ZFRIA kafka 7981
%, L\HHIAES, #5140 kafka—2020.05.27

EZ Config BEc&1¥BE1E2 00 Logstash Bo &SR .

6. BET—F, EEEESH.


https://help.aliyun.com/document_detail/68342.htm
https://help.aliyun.com/document_detail/68342.htm
https://help.aliyun.com/document_detail/67804.htm
https://help.aliyun.com/document_detail/67804.htm
https://help.aliyun.com/document_detail/194708.htm
https://help.aliyun.com/document_detail/194708.htm
https://help.aliyun.com/document_detail/159883.htm
https://help.aliyun.com/document_detail/141899.htm
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=ETEEE Q
B

EIEMIER:

AT )
BIISAFTE:

TSN

* 3. ElERES MR

25 el

FHTHATEIER Filter 70 Output B TFLAZEE . SFHHHIFREsL CPU

BET ‘

i KIBFORT, BEEIEALLIEE, BiFithEAE CPU & IB8EH ., BUAME: Ll
5 mcPU AL

— BN TE&FZESILHIT Filter #1 Output B, ATLAM Input WERIRKSE
B2

i/]\ HHE . BRSBTS KRR ANARGFETHE. BLUgE LS_H

EAP_SIZE &, RIEX JVM XN, NBRUFERIZE. BHME: 125,
ZEH ESESHME, B/ IttoikEEBE LEXiECR], BEEEEINFH
FEIR T, B AZR. BUAME: 50ms.

BTFSM4EPRINERHBMERL, AJik(E:

BA Z1) 25 .

o MEMORY: EiME. ETFARFHNESBTI

. PERSISTED: EFREM ACKed BABI (E2BAF) .

A 7l Bx

RKET 1ERFRZENTFENEESSE. BAE: 1024 MB,

"

A 51 4 . S s e
. BEREFBAMENIIE, ERFHITRESZBIEEASENERHME., REN
o 0, FRIMH. BOAME: 1024,

AL

BS: kExhE, FERTFHIBETEEN . REASSRFSMALIER, BERS
M SRR T, BEHITIATER,
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7. BEREFIEREHEE

o RfF: KBEBRERRFE Logstash BEFMALAHILE, BEEFSEN. FEHE, &

SZEROEEEENE . JESESERXE, PHIRESTRISZIEIZRE, fASLHIE
B, FREEN.

o RFHAEE: REHERER, SMALIER, FREEX.

HNBET Kafka =58

FEAMSHE, 84 Consumer Group &,

£ Consumer Group EEE, B2HBEINBREMTI Kafka L6,
BEEIIR Consumer Group AUIR{ES FRUEERRZE.

H w N =

5. HEHBIKEXEES, BEXMN Topic AMERMETITRIFR, EFFHEBEZERS.
EEERT, REILZERNT.

EEIRE

estest

i
Wi

1. BZREWEZR ES LR Kibana =514
BREBE52IER Kibana &#5l&


https://kafka.console.aliyun.com/
https://help.aliyun.com/document_detail/122668.htm

{#A Filebeat+Kafka+Logstash+Elasticsearch 2 BENHTRE < 64

2. tlE—RsIER.
i EEMISAE, B3 Management.
i £ Kibana X1%, 8 Index Patterns.
iii 8275 Create index pattern,
iVEIN Index pattern ( A3 {FH kafka—*) , B Next step.

Step 1 of 2: Define index pattern

Index pattern

kafka-*

You can use & * as a wildcard in your index pattern.

You can't use spaces or the characters\, 1,2, ", <, >

LR T R Bl

v 1%3#% Time Filter field name ( AXi&F@timestamp ) , B Create index pat

tern,

Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. X Include system indic

Step 2 of 2: Configure settings

You've defined rabbitmgqlog-* as your index pattern. Now you can specify some settings before we create it.
Time Filter field name Refresh
@timestamp e

> Show advanced options

< Back Create index pattern

3. TEAEMSH=, 8B Discover,
4. NREAMBITRIIERS, SRS IER (kafka—*) .
5. EREALA, EIF—KRIE, EEXNNATERAR Filebeat REAMRERIE.
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714 hits

Search

PHP)

(e.8. status:200 AND extension:

Add a filter 4

Selected fields

Available fields

May 27th 2020, 00:00:00.000

> {#H8 Filebeat+Kafka+Logstash+Elasticsearch ¥ BED RS

New Save Open Share Inspect

May 27th 2020, 23:59:50.999 —  Auto

C Auto-refresh

[oma

options

© @timesamp Y
¢ @version B
¢ d : 3 per 30 minut
¢ index
Time _source
# score
: » Moy 27¢h 2020, 14:12:06.648 1og file.path: /var/log/yum.log messsge: May 20 15:21:16 Erased: erlang-gs-RIGS-03.18.c17.x86_64 prospector.type: log host.name: \NOL offset: 11526 @version: 1
- @tinestamp: May 27th 2020, 14:12:06.648 input.type: log best.version: 6.8.5 best.hostname: VMO1 best.name: WMO1 source: /var/log/yum.log _id: 60
? beathosmame _type: doc _index: kafka-2020.95.27 _score: -
? bestname
b May 27th 2020, 14:12:06.648  1og.file.path: /var/log/yun.log host.name: Wl prospector.type: log offset: 12573 message: May 21 17:42:28 Installed: mysql-community-libs-5.7.30-1.e17.x86.64 Guersion: 1
? beatversion
Gtinestomp: Moy 27th 2020, 16:12:06.645 input.type: log beat.version: 6.8.5 beat.hostname: VMOL beat.name: VHAL source: /ver/log/yum.log _id: &
? hoscname _type: doc _index: kafka-2020.05.27 _score: -
? inputype
> Mey 27%h 2020, 14:12:06.648 1og file.path: /var/log/yum.log messoge: May 21 18:01:07 Tnstalled: copy-jdk-configs-3.3-10.¢17_S.noarch prospector.type: log host.name: W01 offset: 13568 @version: 1
? logflepatn
& Stinestanp: 2020, 14:12:06.688 input.type: log best.version: 6.8.5 beat.nostname: VW01 beat.name: VMIL source: /var/log/yum.log _id: ém
¢ message _type: doc _index: kefka-2020.05.27 _score: -
? offser
b May 27%h 2029, 14:12:06.648 1og file.path: /var/log/yun.log messege: May 20 15:21:16 Erased: erlong-compiler-R1G3-03.18.€17.486_64 prospector.type: log host.name: W01 offset: 12136 @version: 1
il ot @inestemp: Moy 27th 2020, 16:12:06.648 input.type: log beat.version: 6.8.5 beat.hostname: VMOL best.name: VHOL source: /var/log/yum.log _idi SGVCV
i _type: doc _index: kefka-2020.05.27 _score: -

6. E& Add a filter, £ Add filter
EE o

THETRE

Jikest, EEFEXIND

IEEMRIE

4hits New Save Open Share Inspect CAutorefresh < ©Today >
>_ Search... (e.g. status:200 AND extension:PHP) Options G Refresh
Filter Edit Query DSL
g | g | g ]
Label
- b May 27th 2020, 14:12:06.6%8 message: May 21 18:01:10 Installed: 1:java-1.8.8-openjok-1.8.0.252.69-2.e17_8.x86_64 log.file.path: /var/log/yun.log prospector.type: log host.name: VML offset: 13771
- @version: 1 @timestamp: May 27th 2020, 14:12:06.648 input.type: log beat.version: 6.8.5 beat.hostname: VMO1 beat.name: VM1 source: /var/log/yum.log
b ho=tame; _type: doc _index: kafka-2020.85.27 _score: -
i »  May 27th 2020, message: y 21 18:01:1@ Installed: 1:java-1.8.8-openjdk-headless-1.8.8.252.b09-2.€17_8.x86_64 log.file.path: /var/log/yum.log host.name: VMB1 offset: 13632
) log @version: 1 @timestamp: May 27th 2020, 14:12:06.648 input.type: log beat.version: 6.8.5 beat.hostname: VMOl beat.name: VMOl source: /var/log/yum.log

prospector. type:

w Ltypei doc Lindexs kafke-2020.05.27 Lscores -
? g

> message: May 21 18:01:07 Tnstolled: tzdata-JaVa-20208-1.e17.noarch Tog.File.paths /var/log/yun.log Host.nases WL (offsets 1456 prospectoritype: log @versions 1
? logilepain

Ehen Ginestasp: May 27tn 2020, 14:12:06.648 input.type: l0g best.versions 6.8.5 beat.nostname: YOI best.name: VWOL sources /var/log/yum.log _idi aof _type: coc

Pmesecs -2020.05.27 _scores -
? offses

» ey 270 2020, 16122 nessage: fay 20 18:01:12 Tnstaileds 113aVa-1.8.0-0penidk-Gevel-1.8.0.252.609-2.617_8.x85._64 log. File.paths /var/log/yun. og offset: 13848 prospector.types 1og host.names VMol
? prospanriype Gversion: 1 Grimestass: Hay 276 2000, 14:12:05.698 dngut.Sype: 1op best.uersion: 6.8.5 best.ostnames VWAL best.name: WOI source: /var/log/yum.1og

ource _type: doc _index:

Q: EBXHTHIRLMER, E&E
R?

A: BFE Logstash LHNEHERABIREE,
ERRE R BRRT R

—+
&N o

kafka-2020.05.27

RIEREAIMRE, BAERE

—HEENT, TiEEEHIESA Elasticsearch, #1{If#

2 E8H


https://help.aliyun.com/document_detail/139563.htm
https://help.aliyun.com/document_detail/139563.htm

{5 Filebeat+Kafka+Logstash+Elasticsearch #52HiE

eS|

Kafka AYEAN R AR IEH .

Logstash 5 Kafka R~ ER—
VPC T,

Kafka 8 Logstash EEBfHIACE
KA, BIanER T MifhRERT

EEREFEET file_extend,
B8 B %% logstash—output-
file_extend 4.

BEZARRRERFRT X, BENL

BEEtRE, #HE

TOMHRSE < 66

BRI A
SNEERNRKEEHAIEAR . ThkE, B
EEREBRBIREAS .

FHWEREF— VPC ™A, WEfF,
BBRE.

1588 VPC LR aeE
BAZI Kafka ki,

EXINE

HEEMLE VPC ipaiER

FHRERHINE, TAkfE, RIFSER), MRTEHE.
FR% Logstash SEEIRIERIERER'E, S IFHED
5B, R Kafka SEAFMSHIRMRIE, i5&FH
RLBIFCE o

TR ™MEE—F A A TE:

Z % logstash—output—file_extend &4 . Bikig
e, BN LI EEdRM

TR E, FRTORETFEEFRTRESE, 88
feEh, XiH file_extend BtE, MAERKE.

T LPIEEHEARE, MILE?


https://help.aliyun.com/document_detail/68342.htm
https://help.aliyun.com/document_detail/305542.htm
https://help.aliyun.com/document_detail/305542.htm
https://help.aliyun.com/document_detail/102247.htm
https://help.aliyun.com/document_detail/102247.htm
https://help.aliyun.com/document_detail/159676.htm
https://help.aliyun.com/document_detail/140924.htm

67 > HET Elasticsearch+Flink FBEEWNSRESLHE

HTF Elasticsearch+Flink IEBEEZW
M ER{ESCHE
MEMSR: https://developer.aliyun.com/live/248094

—. TAREWN?
1. EFEHERITR
ETREWMN, BAICEEERICEFERL R
a) HIENS, DEERREND, DITHESIERERE;
b) 24T BHEMIER, TEEMUR—DHT;
c) IERIARY, BE. IErSH R —HEAIRT MR ;
d) RHTWEE, IREEIERADHT, TREREREIERINE;

2. EMNAIENX

EVMWEXHEFIZHRIHE, BREAE. f8in. APM R, CoAE—1Fa, ihis4. 7
K. WS ARSEEREIE NS —IR B TR DHT

3. EWMAATLMBY+A?
a) B S—HIRIMGIE . XISFRTE. SieRY

b) B F—HIETFINAGIEEE;
c) B HE—RIWEFINEERIEIEE,


https://developer.aliyun.com/live/248094
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®

chard 6 =

Logs

: IH\Ll\LlEL\LLMi\MLl\llquLLMHAUH\LllLl\lLL\lNLU\MLllLlll’\llJ\HL :;:

St =

Hosts aticbustRedl 5.

EXNNZATE

= EMNEREARERFERS S

ARl R TaEIRSER, BANEEEE L ELK+Flink 8873, E@REWNAE
= THYERIE?

1. Ea—: BEASKIREE

Mgs. WEERF. WEHER. RERS, ESErRETHREFERA—, EiidiEEZY;
o fRSZE: Beats/APM $XEXAE/AEIR

2EHIIRMHEZE metic. logs. APM #iERERES;

2. B HEAERIIBCELRS

TERESEIRES, WEEREENESEHERIRE;

o MRRISE: HUEE SQL LEES
XIFERMBIEIRI B E/AERRENR, SCRIITE Flink i2fft528inzt SQL 887;



69 > HETF Elasticsearch+Flink BB &2 W SESLE
3. BR=: BHREA. EZIREtE

Ws3ingsn, BEENEEFERRE, TRREFREEZIIRAAIPLL;
o MBRSZE: =Lk ESBEAEEREREENL
#2fit Indexing service BHff ES BAILERS, REVIFESE . BIHERX. HRARMN;

4. BRI SEIEEMENES

. ﬁ@ﬁ&fiﬁl {EEEEZKﬁ?ET?ﬁ%
fIEx ES REHCHOBEIRFELN, REMFIESIZE Openstore LFIEERERIE;

5. A BESITHERGEES—E

BN FRERSATLRIFTAER, ESRESTEEER, EERE—FE%

o MRRBLE: BEDH. EirikE. APM L2

fIE= ElastiStack £158, RS, Wiz, Tracing —uhmeEN], FHITFZS,
XIS 12, (RIERTF HESIEFIDHTROMERE;

6. fB= 6: RETT BRIEERS
WESBRFTRIIABH—BEAERE, RARBHERR, s4HERFETRARIFREN;

. ﬁ@rﬁ'&fiﬁl FRESHEFEANTY R
BEFHHREE, URIEFRE RestAPI #1 Plugin #2822, ZRFEF FERE

SZEPHHTHR FTRBIMT ARR?

« BIERBNENRR MY FRMELIBELE;
2. BEHBE+EFERENASRIERRRNE;
3. MRIERGIREEERIZHEES R,
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MNTEFRATT BRI ESIEFRIEERERIRIER

1. WBREIEEBAN TPS =1& 60K, TixERTUNFITRGEG, EESNRINBE;
2. BIEERE AN TPS 15 40K, HEEESEE/) 8 R ES itBERRRFH ESIEEENEES;
3. KBS N TPS F1§ 20K, (NFEE4 T ESHER R HERIESENRE.

1. BFEBEA

a) BSm=REEmEIRYS/RERE;
b) HEBANEEFERRS;
c) ES B AZHITIR;

2. FERAS

a) E:bii],'?u/ Iﬁi;&;&

b) TB &5liEeE, E= PB %4;

c) Epm=En: \JiH)REEEFEE;
3. WFotritEseE

a) ES AR BIRME;

b) BEBSFHIR FEIaHtEE
c) EZRERE. Range EEAMAIRNBE;



71 > ETF Elasticsearch+Flink BB &2 WNIEEs0EE
4. A[{HEERIEHERS

a) BREEME/REEREX;
b) EEIRAEEIZHEZ;

f. EWNERYS =S HE S5 4/ 0

1. BRIFE: 100%FEFR, SHREFRESEMLEGE, SIFER/BEIRETGEE.
BHEDTIHR .

2. BEMPE: =L Elasticsearch &LRIHE Flink 7= q, RHEOEEEIEINS RS
5. NEE R ARG E,

L semrEE (' IS ,-" supteteen | | ﬁﬁgﬁ%&%

Elasticsearch
p— -

EFEA

A%

Elasticsearch

Kafka # Flink ﬂ ﬁ

Elasticsearch

o P
o [

o b

Server oL i
P

7N« FLink FTE =N APHINS
SERSHHEE Flink KRE$i—1t Serverless SIRSHE3I%, SHESRMAPEEIUTHES:
1. izt SQL

100%FEFR, —W AT e, REEEEGESm= MNEEEIEE LRI SQL 88
OB FHEREMAMETTIR 2 f&LA L.
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2. Serverless RS

EEEREH, ARTRKERREHMIZIREINE, 100%RAWSHA .

3. Autopilot &€

RIBMUBREBERPECE N, HEeHIIBIES, BHRRLE, BYAXIEIENSIERS,
WTE:

Autopilot Bz &N

1. FIE= Elasticsearch B&iEiaidt

1. BEIE3@EMR Indexing Service EALE

DSLAPI
Indexing Service User Elasticsearch

m 1. Index metadata O O
o—\b <t ; b L ) i
\/I 2. Forward Bulk API s i

Coordinating Coordinating
1 query
e o v
1 1
1 1
H |
. | !
i @ 3. Built segment
- : = 3 e
| i = = i
| @ E Data node Data node Data node
i

Indexing Service Z23[E]



73 > ETF Elasticsearch+Flink BB &£ WNIEE0EE

SANEERZOIIEER IndexingServerless IRSS, £ ES £8E250, KitmimB=iTERE
1, T AHERAOMIESTRIRT, BITIEE DB, 1§ ES EEHIEE N E=IRRS
HITIEENR, LIBESHAEIESAERX, HEETSENRR, SEWEEMHAY Ea
jj o

S
@ {AREssEREE EFHE10{ESEED Q@ ERALSHRE, | FEHEE0%IT RS
BISRAR FHERALAR FriRER/ AR B #1438 indexing Service
ERT SR SATPS S ATPS ENEEDF L
g AN HAE B RRZRRYEL
A =t 4 10%
I EHRT ARN2#8GB 226649 24883 910% —— 3535
3EURT RBV4416GB 419574 52372 801% 3561%1;;6 206.8 BIET 250MB/s 99 BE{E54.8%
3PNEIET R BYBHI32GB 804010 110277 729% {EEEFL 100MB/s 39.6  PE74.8%
- EUERE ERHAMALDST0%, —RitHEE FLAREEE8.1%
BRI E 3754 CPU(2#)/Memory(4G)/ i (BRER)
SER#IRTE esrallytinve taxisEIRSEH{TEN - TR
BAElasticsearchPyEpiaiz b S ElasticMonitoriS H $EREAS), SXAR
- Bt R BRENE LRPESEFNIEFNBEESA
ERBEARBERCOAIRT, SAEHTPSIAS 205 docs/s AL, &
MEEREEY, WHE EPrERBRAESESEREAER 1080 .« SRBEMURE

BATETS150MB/s, SRIEEHIR2.96T

2. Bift ES Zfi# Openstore

Shared-Nothing

Elastic Compute Service Elastic Compute Service Elastic Compute Service

Block Storage Block Storage Block Storage
auto index Iifecicle management
Shared-Data
- - -
[ ] [ *] [ =]
- - -
OpenStore Service OpenStore Service OpenStore Service

ol

%

C

Shared Elastic Storage

FIEE =B ES 7Z% Openstore BEELATES:



ETF Elasticsearch+Flink BIAEEWNFIELE < 74

a) {ERAs:

IR F A SATA BEMEMARE 60%, HETSUBEFMEHRAREE 70%;
b) BEFME:

HiEFEIRCIRRERZ MIZ), 74 Serverless IZE(1%;

c) =MA:

[EEFEIRSIRIE T EEFRIEIES A, 24 99.9999999999% AUEHRIF AL .

zZ= |k, ETF Elasticsearch+Flink BIBEEWMNAER S ZEFRNEM BT L, ik
TIERIZHHERSE TNEZSER, BESHANBEANEX, oJLUXRRILLFRESHSANE
ge, EItEREY, FHIRENE, AR THEMAWESN R T Z TR khER S H A1
BEANEK,



7 > APM RIFBMEALMIRHTRIETE

WE: B1I M E =TS M Elasticsearch K A % 8¢ ¥ &= APM ( Application
Performance Monitoring ) BRSS, &&PIE= Elasticsearch, EaILEEERN FItERELS
BERG, TMEFAITWNE . AXNBIEZ= Elasticseasrch APM IRSAIEEE. 22
taRInge, LARIMaREEAFHER APM,

MBI

AR AREREEREMIRIE. FETNAERER, U TRERINTIETRI. 5&HR
EisfELL, BRIERNREBEINEERMSTRE DR, ma R BrEN—E
FOMARFIREN G ESIERE i E T BRI R R AR EHIIRSS
K&, MAUENE N2 A Sz mREER S

A&, EZ9iEinlAR APM N AREF e ligns 7 el N =28 . Ed, APM
SRkNT eI AR Z ERYZERE . 2ARSHENMEEEERXMY, R EMIMIIEH, B
APM BMIETRNAER, 78 IT IFARARENEELHINEE, SEREZIIABFPAR,
& APM iRINBEI RS mNF, &AL

o TREIRSHINEIREFAL, LIRCHRINERE.
o THRSMABEERE, UK,

o ERRIFHEESERERIFIEIR

o EEFEEBAIEFT.

o TENIBSEERIRIZERIRA A .

APM BEHMN AT LA T m=R:

o AP BITWEAFITARABFER ., fliNkERR Web REER
IR E , FCRZESEMHMRTE,

o IE{THIRIFRFERPZRNE: IBMIRSZERIKIIXR .. 9T BREFR R ERIMERT .

o Wr$5%E55 (Business transaction) : FEBENXAI SLARS, FNISHERME
KN R R BRER.


https://account.aliyun.com/register/qr_register.htm?oauth_callback=https:/developer.aliyun.com/article/780100
https://developer.aliyun.com/live/247920

APM NFEMBEIIEDITRAAESTE < 76

o H{HIA1Z (Deep dive component monitoring ) : BEZEELE Agent HFEFESH
XFiER, BiF Web fR$S88. NAIBEEIRS S, BHREIERIZEE R R LIEHNT
RBHERR, RAXR—HEN LREZ N EERZEX, APM FRBESEXRIHEE
BHER—1 IR

o DIFEIRE (Analytics/Reporting ) : BN FTERHWEN—RIISIREIRE, nER
i RER N AR R RRYBFE .

FIEE=IEERY Elastic APM FIEBILLBRITRIFFR APM E% Apache SkyWalking A9
BEXIt B RES ee XTIt

fIE = Elasticsearch M AMEEEIE S ITIRSS , STIFE TR Elastic APM a8 = -—i#
FEER APM Server RS, HRiEXENE = Elasticsearch RS, 8EERNEIRESIIAY
N R IR 515128810 . BATHRERIRIZEINT .

LHH133

N FAMEEMERENE
APM Agent

» 1 > Kibana APM Ul

RIFBMBEMIR R IR
APM Agent

Elastic APM HPU/MERER:, 1FAEEIES N AEEERIEDTIREN B . Hh APM
Agent RERMNE NN 2R HIRERRERENEEMEIE, XLWIRAEM ., RE
SR EHIEEISIXLEMRTESE] APM Server, B Server BiFFHAMESEMH, HHS

FHIZERVEIE Spans. Transaction. Errors #1 Metrics:

e Spans: SBESEHXE, BBXEHTIISFEAREENER . BlIINEFFRE
SRiTES, FJLUSHEM Span BERXZHFXR.

e Transaction: EFHEMHEE, 2—M4FERRY Span (J2BX Span, ReEMFIRELF
Span, ATLARRER ‘B XFEIRERIMET R ) , BESZXBERVEIINTEIE. (7B
L& Transactions i ABERSHEENESRAINTIE, FINRSHINEKR, 2143
B9 HTTP B ke TS ERIE & 1EL S .


https://www.elastic.co/cn/apm/
https://skywalking.apache.org/
https://account.aliyun.com/register/qr_register.htm?oauth_callback=https:/help.aliyun.com/document_detail/198232.html
https://help.aliyun.com/document_detail/326325.htm
https://help.aliyun.com/document_detail/326325.htm

77 > APM RIFBMEALMIRHHTRIETE

o Errors: fREMHEE ., BEHEXNRBEEER, IRERENAENASER.

e Metrics: IEFRSZEZEE, APM Agent BEIFAEVEARNENER ISR, BERSEMH
ERBIAY CPU MINFER. BRILZINERSREUSEFRIERVIENR, #I%0 Java Agent
FRY JVM $E#RH0 Go RIEBAHEY Go 1z1TATE R,

B E = Elasticsearch 7.10 hRASLAI, BENRIEESILEIER E = Elasticsearch L
5, TOCRY, ENEEFEREIEEN, LUBEN A LEn S MERANEEEIEEANEF
BRIk, IFMERESNBELmESE (1E3k ) .

fIEE = APM Server {X3Z#F5ME = Elasticsearch 7.10 IR AEERL

2=—: gl APM Server &4
B ficE APM Agent
L= & Kibana TR BEEED T

Z

NN

. BRMEZX Elasticsearch 1=#1& .
2. HANAPM NAMRERIESESS .
FETRERSRBRA=At, iR,
| EAMSHEE, 2E APM RIAMREE.
3. TE APM Server E1Emm, 2W6J# APM Server s£fill, i APM Server 3£,
HPEEMEFESHFRIENEFmHRS (APM Agent) FIEIEB MR —H.
SHIIEERING, SRR ENNAGMNIAEIE, SFLARHIMIERR

a

B/Sro


https://help.aliyun.com/document_detail/69055.htm
https://help.aliyun.com/document_detail/69055.htm
https://account.aliyun.com/register/qr_register.htm?oauth_callback=https:/developer.aliyun.com/article/780100
https://help.aliyun.com/document_detail/143091.htm
https://help.aliyun.com/document_detail/326329.html
https://help.aliyun.com/document_detail/326329.html
https://help.aliyun.com/document_detail/326329.html
https://elasticsearch.console.aliyun.com/
https://help.aliyun.com/document_detail/326327.htm
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apm-cn-t132fxqq7005

g L () AR LT (W) FIRRH
wHS Vpc-bp) e = S, vaw-bp

mxm == =3 7102

B 14226 SRITREE 14

bttt apm-cn-tls apm.elasticsearchaliyuncs.com:8200

STE_: E& APM Agent

1. £ APM Server E180mH, 2 APM #EXRE

2. 7 Agent HUEREXEES, RPESEEFIREEESHRE, RIERTEEHUEXR
€=

<o

AgentEiEFE
0 EEEAPMITER. SIREAPM DServersfFEiET, ENSEIESHERN, BrRES

Java RUM({JS) Nodejs Django Flask Ruby on Rails Rack Go Net

* TEAPMIE:

MMaven Central FEREar. Y10 EIRRINA SN AEFAHRRTR

* (E/ javaagent InSEEIEHIN AR
R0 -javaagent IEFHERRGEEESE.
s RERENESER NTERNSE ez A-Z 09, - _HI=7E)

s ZEEHE APM Server URL (BRGAE: http://localhost:8200)
s RECHNAESNERTSGS

SHEBRRE
java -javaagent:/path/tofelastic-apm-agent-<version>.jar \
-Delastic.apm.service_name=my-application 1\
-Delastic.apm.server_urls=http://localhost:8200 \
-Delastic.apm.secret_token= \
-Delastic.apm.application_packages=org.example \
-jar my-application.jar
FXRESEDIERAE, ESETE.
&

SRE, RIBREFSES N BAEFWELREERIER, REBWESINFBEIEAIE
Z Server i, LA Java A, BEESEWNT:

\

i &0 High Level REST Client (7.x) , BEeERMARERFBEIEZR Elasticsearch,
£ pom KEHARI0 APM Agent #&k#i .


https://help.aliyun.com/document_detail/172371.htm
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<dependency>
<groupld>co.elastic.apm</groupld>
<artifactld>elastic-apm—-agent</artifactld>
<version>1.27.0</version>

</dependency>

i £ Maven Central &N EFRAORIEN .
ingERsh2#, FEM javaagent 28=s0M A

java —javaagent:/root/elastic-apm—-agent—1.27.0.jar \
—Delastic.apm.service_name=my—application \
—Delastic.apm.server_urls=http://apm-cn-t132fxqq****.apm.elasticsearch.
aliyuncs.com::8200 \
—Delastic.apm.secret_token= \
—Delastic.apm.application_packages=org.example \

—jar elastic.jar

o apm-agent—java—0.1.2.jar: REZEAE - THNRIEHFRIETR, 88X
H2EBIEER (jar) .

o Delastic.apm.server_urls: ZSHEREE NG APM Server SLAIRIEEIHIE,
SCIIEERINE, BREXINLEIAMAISEAIEIE, RIATIRENEAIAIEIaItLE

1. EZRLTE—: 6 APM Server LIRS, FrxBXAY Elasticsearch LAY Kibana &=
HE o

B Kibana =5 5RIEFEE, B2NER Kibana =H5 .

WBE: AXLARIE Z= Elasticsearch 7.10 MixA A4, EbhrRARERIGEREEZER], 1BLASE
PR

2. tRIENmEETHEAN Kibana £, #FH46 /AR Dev tools.


https://search.maven.org/search?spm=a2cba.elasticstack_apm.0.0.5d46a68cXSKuV2&q=a:elastic-apm-agent
https://help.aliyun.com/document_detail/326329.html
https://help.aliyun.com/document_detail/122668.htm
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Home B Add data 3 Manage

o Build a powerful search experience.

Enterprise Search Connect your users to relevant data.

Search everything = Unify your team content.

Analyze data in dashboards.

Search and find insights.

0 Monitor infrastructure metrics. o

Observability Trace application requests.

Design pixel-perfect presentations.

Kibana
Centralize & monitor > Measure SLAs and react to issues. Visualize & analyze >

Plot geographic data.

Model, predict, and detect.

Reveal patterns and relationships.
o Prevent threats autonomously.

Detect and respond.

Security

SIEM & Endpoint Security Investigate incidents.

3. 7t Console W&, =17LATHIA, FEBz1IE APM onboarding &5l

AR

o APM Server SHIBIEINE=BREmLBIlRSS , B/ Elasticsearch =B#pt!
2 APM 8XZR5|, BA7E Kibana I2#l8HEE . fRittzsh, RFIIER Elasticse
arch X BE=IBIZBES IHGEIEEER, APM onboarding &3 |G E S X80
e, HEitbErHEEFHFEEEEIE APM onboarding &5/,

o LAFBIARAHAY 7.10.2 & CIEAT APM Server SEEIRIRRAS .

PUT _cluster/settings
{

"persistent": {

"action.auto_create_index":"+.*,+apm-7.10.2—onboarding—*,—*"

4. BF APM hEESHIFRBEIRS -
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APM APM feedback C Auto-refresh € @ November 26th 2018, 18:00:00.000 to November 26th 2018, 20:02:00.000 »

AP M Setup Instructions

Q Search transactions and errors... (E.g. transaction.duration.us > 300000 AND context.response.status_code >= 400)

Services Traces

Name T Agent Avg. response.. Trans. permin.. Errors per min..
address-finder python 25ms 54.2 tpm <0.err.
petclinic-node nodejs 35ms 349.0 tpm 9.4 err.
petclinic-react Js-hase 189 ms 46.9 tpm s.2err.
petclinic-spring java 25ms 281.1 tpm 0.8 err.

| EREEL EAEE=ER, BREUNSHE.
i FEMSAFE, B Observability THI APM.
ii £ Services W& T~&E APM BIFFEIRSS -

5. BHEXNNIRS, BERSHEKEE.
LA petclinic—spring IR 161, IREESNTE ( BETIRSHEBXELUNGHR) -

Response times (@ Machine Learning: View job - Requests per minute
@® Avg. 25 ms 35th percentile @ 95th percentile @ HTTP 2xx 2740 rpm @ HTTP 4xx 7.0 rpm @ HTTP 5xx 0.1 rpm
? 350 rpm
| Novemnber 26tk
il
F5rpm
L e -ﬁ_‘v P ) v,
o = S SV
07PM 07 07 ] 7PM 07 7
Request
Name Avg.resp, time  95th percentile  Req. per minute Impact -
OwnerRestController#getOwners 96 ms 114 ms 26.3 rpm N
VisitRestControllerfigetAllVisits 106 ms 120 ms 143 rpm [ NN
PetRestControllerfigetPets 40 ms 52 ms 175rpm

o £ FAERTMARIERIFIIE. p95 #lp99 B, UEREESENEKRRTE, EAT
BRI A EER FIEEA TS EEZ, LMEFRIFTHRSEENENRS N, &
SRARBENE
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o [I—EFRLR, FTLEE—#EENERINNERREE. NETILEL, D
ARSI B SEUHTRRSS 28 &4 500 MAEIR .
BEEE FHEKRBAE, SUUEENBEFTEMEREEREFRBITR, ERILL
BT ERSEIAIE AP KT I R o TR ISR, &2
M5 8T X RIERAGEEFVEEE . LIS INE&SHY getOwners iEKA%1 , EKY
IREEFAS, B 96 2R . BEZERENR, JUBRXINSKRIIFAEE, EH
RN ERERIERBAE—MEH

Response times Requests per minute
@ Avg. 96 ms 5th percentile @ 99th percentile @ HTTP 2x¢ 26.7 rpm @ HTTP 5xx 0.1 rpm
pm
.ﬁ q
It A
L Iﬂl J Al
o M AAA A I —
" M 07:15 07:30 07:45 D&F
Response time distribution @
2400 req
1 request

o B TNREs, ILERNIEREIERRERHIRE HPERE SELECT iIB0IEEHTT,
£/ APM BERBRIEEHITRISERRE R, B 1. IBREGIEAGRFRHIRE

Transaction sample () View transaction in Discover = View full trace

a month ago (November 26th 2018, 19:01:47.815) http:finfra-petclinic-server-5ff5beb-vicxx/petclinic/api/awner..

518 ms 98.46% HTTP 2xx [T
Timeline Request Respanse System Service Process User Tags Custom
Services @ petclinic-spring Beta
526 ms

“% OwnerRestContreller#getOwners
SELECT

SELECT

SELECT


https://www.elastic.co/guide/en/apm/agent/nodejs/2.x/transaction-api.html

2. IEFEATRISERR SIS

BT ZNAREFFRIZEMIRSHZET APM Agent,

> APM NIF3MfREMSIEDHTERESLE

Span details

Service

petclinic-spring

Name

SELECT

Duration

1ms

Database statement

select owner@_

(#) View span in Discover

Transaction

OwnerRestController#getOwners

.id as idl @_, owner8_.first_name as

first_na2_e_, owner®_.last_name as last_nam3_@_,

ownere

city5 @ , owner@_

as telephon7 @ , ownerd_

owners owner_

/R
1 U\

)_.address as address4 8_, owner@

.Zip code as

_.city as

.state as stateG_@_, ownerd .telephone

zip code8_@_ from

FafL B View full trace,

EZERNUFAERFA RTINS SLIERREEH, NTRT LSS — T NRSEEEE
YRRIERAIID TERR. B 3. 15 RAFAER

Transaction sample

Timestamp

a month ago (November 26th 2018, 19:01:47.808)

Duration % of trace

526 ms 100.00%
Timeline Reguest Response System

Services @ petclinic-node @ petclinic-spring

100 ms

Service

@ View transaction in Discover

URL
http:/finfra-petclinic-client-7, = =
Result User ID
HTTP 2xx INJA
Process User Tags Custom
300 ms

v/apil/owners?Acc...

Beta

526 ms

% apifowners?Accept=application/

GET infra-petclinic-client-7b%

fpetclinic/api/owners

% OwnerRestController#getOwners

SELECT

SELECT

=i



APM RIFBME
4. 2HEK

RRRIRTA M

Services @ petclinic-real

@ petclinic-node @ petclinic-spring

L ilyea
Flbnl:n.

EONTERIELR <

Beta
0ms 15 ms 20 ms 25 ms 28 ms
% EditPetPage
GET /api/pets/1106

% api/pets/
GET infra-petclinic-client-7h

i/petclinic/api/pets/11@6
% PetRestController#getPet

f
SELECT

SELECT

SELECT
GET /api/pettypes

BLAPmN: AT A\ HUREFIRIEEANE

y IONTFD

ERT%‘E%HJ”*
am I:Fl'fE H&T}EAK’F‘_‘

R
IEFEAESAF %I RUM ( Real User Monitoring ) »
BRI RS

BEJT.

TERISHURER

UII/: = Raraxy

X oo 2g
Timeline

Service User

Tags

2,

Custom
services @ client @

L]
[ ]

dominteractive
o o 67 ms
°
|
& dashboard 7
=
BE 00 ps

[
questing and receiving the documen

% HTTP20x GET* 1,543 s

TERAIARSS e
B, APM BESEFEENILSS

MR RS B H A ERE
et HﬂF‘EJJ
ERTUMAERIRS, 887K

Was

III—,@

IZBHFOARSS , &

FRRYZR IR IR

Parsing the document, executing sync. scripts 46 ms
htep://opbeans-node:3000/static/css/main.4aa0!

599 s
http://opheans-node:3000/static/js/main.a63bd995 js

GET opbeans-ruby:3000/api/products/top 50

ucts/top 50 ms
I
J HTTP2xc Rack 42ms
I —
GET opbeans-nade 40 ms
EET————
% HTTP 2xx GET Japi 35ms
[
GET opbeas-ruby:3000/api/productsftop 33 ms
e
% HITP 2xx Rack 28ms
——
GET opbeans-java 27 ms

% HTTP 200 APIRestController#topProducts

SEH: FH Elasticsearch ] Elastic APM ¥R A3


https://www.elastic.co/guide/en/apm/server/6.6/rum.html
https://www.elastic.co/cn/blog/monitoring-applications-with-elasticsearch-and-elastic-apm?spm=a2c4g.11186623.0.0.791c15b5KgUqH2
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i Elastic SLI Kubernetes 82l

#ZE: Elastic INIMMERED Kibana BJ{ltEES, BHE. Eirk APM HIRESTE
—E, TUNBRFBBHIWNoFT . HEPOMARERLL Pods FREBBEBRE
Kubernetes &, aJLATE Kibana #&Z& Pods £kHE. FHFINEE EAYEHIEIRR
APM £, ZEE45/)\HEESCREIEITHIEREE . AXNBEARSIIG X,

o BIEMIEZ= Elasticsearch XL, WrAH 6.8, HABRAEMNENEIEERS|THEE,
BRI, B2 IR R Elasticsearch 3L, E2& Elasticsearch AMEFAR;
DHZRMES YML 23,

o B2 ACK &E%, FHizfT Pod RS . ANRINIKm=(ERAY Kubernetes i/ 1.18.
8-aliyun.1, ECS #i#&hH 2C8G.

BRIRE, B2 0 Kubernetes 1EEhREEEE,

o BCE kubectl EFi%, A@IT kubect! E# Kubernetes &£,

B{RRIE, 152 W@ kubect! B2 Kubernetes &%,

AN BUNEER Elastic SLIRT Kubernetes g A AGN, BEARRESNT:

o BT Metricheat SLIBHRIEE
o 1#iY Filebeat LM HERE

o BT Elastic APM SLIN AR ERE S

%F Metricbeat. Filebeat & APM EZ94F 4158, 152N Infrastructure monitorin
g. Log monitoring #1 Elastic APM,


https://account.aliyun.com/register/qr_register.htm?oauth_callback=https:/developer.aliyun.com/article/738205
https://help.aliyun.com/document_detail/69055.htm
https://help.aliyun.com/document_detail/86330.htm
https://help.aliyun.com/document_detail/86330.htm
https://help.aliyun.com/document_detail/61336.htm
https://account.aliyun.com/register/qr_register.htm?oauth_callback=https:/developer.aliyun.com/article/771033
https://help.aliyun.com/document_detail/95108.htm
https://help.aliyun.com/document_detail/86494.htm
https://help.aliyun.com/document_detail/210065.html
https://help.aliyun.com/document_detail/210065.html
https://help.aliyun.com/document_detail/210065.html
https://www.elastic.co/cn/infrastructure-monitoring
https://www.elastic.co/cn/infrastructure-monitoring
https://www.elastic.co/cn/log-monitoring
https://www.elastic.co/cn/apm
https://account.aliyun.com/register/qr_register.htm?oauth_callback=https:/developer.aliyun.com/article/780100
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£ Kubernetes B2 Metricbeat, BLATHMAT:

o DaemonSet: FEENTRIET—1 Pod, SHJLISLHIXT Host 84k, System #8#x.
Docker FIHEELAK Kubernetes EIz{THIFFEIRSIEIRIIREE.

e Deployment: ZBZEEA Metricbeat 3L, 1ZLHIATFRZRENERIHIE—IEIR, WK
ubernetes event 2#& kube-state—metrics.

HE:

o A LAERFERE DaemonSet #1 Deployment BIEBE S R BN BENEIERE Metric
beat g8, EAILUXER DaemonSet A=.8% Deployment HIiHHTERE .

o Metricbeat #k#ft kube—state—metrics I5i%, PERIFEMIRESTH kube—state—
metrics B9EBE . FIE = ACK BERBAATE arms—prom sA =8 EBE 7 kube-st

ate—metrics %=,

1. 1B kubectl ipAI=Aags, T Metricbeat Ee& 14

curl —L -O https://raw.githubusercontent.com/elastic/beats/6.8/deploy/kuberne

tes/metricbeat—kubernetes.yaml

2. (8% Metricbeat Be&X44 .

EE BEAFEN YML 32, DaemonSets #1 Deployments BI&IR{ER extension
sivibetal, M v1.18 RLAEIRAR) Kubernetes, DaemonSets. Deployments #1 Re
plicasets FiRHY extensions/vibetal APIES#ESR, 1BEH apps/ivl.

i 182 kind: Deployment #0 kind: DaemonSet THELEEE
o MR TE, BERRNSTUT:
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env:
- name: ELASTICSEARCH_HOST
value: es—cn—nif23p3mo0065****.elasticsearch.aliyuncs.com
— name: ELASTICSEARCH_PORT
value: "9200"
- name: ELASTICSEARCH_USERNAME
value: elastic
- name: ELASTICSEARCH_PASSWORD
value: ****
- name: KIBANA_ HOST
value: es—cn—nif23p3mo0065****—kibana.internal.elasticsearch.aliyuncs.com
- name: KIBANA_ PORT
value: "5601"

HE: TR Metricbeat BEeEXHHEARENX Kibana t8xZT =, AJLUBIASS env

BEANZEER.

25 15288
ELASTICSEARCH_HOST FIEEZ Elasticsearch SLAIRIFA ML
ELASTICSEARCH_PORT FIEEZ Elasticsearch SLAIRIFAMIR o

fIEE = Elasticsearch BIAAFZ, BHAME

ELASTICSEARCH_ USERNAME
elastic.

ELASTICSEARCH_PASSWORD elastic AFRYZERT
KIBANA_HOST Kibana FARJIbL .

KIBANA_PORT Kibana FARiw .

o &0 spec.selector BEEEE, BEARNENT:
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## kind: DaemonSet
spec:
selector:
matchLabels:
k8s—app: metricbeat
template:
metadata:
labels:

k8s—app: metricbeat

## kind: Deployment
spec:
selector:
matchLabels:
k8s—app: metricbeat
template:
metadata:
labels:

k8s—app: metricbeat

i. 93U7E name: metricbeat—-daemonset—config 1 name: metricbeat—deploym
ent—config &, B& Kibana Output (58, ERXAHEENHETE,

output.elasticsearch:

hosts: ['${ELASTICSEARCH_HOST:elasticsearch}:${ELASTICSEARCH _
PORT:9200}]

username: ${ELASTICSEARCH_USERNAME}

password: ${ELASTICSEARCH_PASSWORD}
setup.kibana:

host: "https://${KIBANA_HOST}:${KIBANA_PORT}"

setup.dashboards.enabled: true
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iii 124 metricbeat—-daemonset—-modules B2 &, X system @429 cpu. loa

d. memory. network E&R%tigtR, LUK kubernetes &R AT LGAERAIISIZIEIR -

BA: XTF Metricheat EZRIRRECE RigtriiER, 15EM System module 1 Kuber

netes module.

apiVersion: v1
kind: ConfigMap
metadata:
name: metricbeat—-daemonset—-modules
namespace: kube-system
labels:
k8s—app: metricbeat
data:
system.yml: |-
— module: system
period: 10s
metricsets:
- cpu
- load
- memory
- network
— process
— process_summary
- core
— diskio
— socket
processes: [.*]
process.include_top_n:
by_cpu: 5 # include top 5 processes by CPU

by_memory: 5 # include top 5 processes by memory

— module: system


https://www.elastic.co/guide/en/beats/metricbeat/6.8/metricbeat-module-system.html
https://www.elastic.co/guide/en/beats/metricbeat/6.8/metricbeat-module-kubernetes.html
https://www.elastic.co/guide/en/beats/metricbeat/6.8/metricbeat-module-kubernetes.html
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period: 1m
metricsets:
- filesystem
- fsstat
Processors:
— drop_event.when.regexp:
system.filesystem.mount_point: '/(sys|cgroup|proc|dev|etc|host|lib)
($I/)
kubernetes.yml: |-
— module: kubernetes
metricsets:
- node
— system

- pod

container
— volume
period: 10s
host: ${NODE_NAME}
hosts: ["localhost:10255"]

ivi&2Z metricbeat—-deployment-modules E&, KB kube—state—metric 1518

¥~F0 event fRSSIER.

ER: Metricbeat fRSEEIZ7E kube—system BY namespace &, kube-state—metric
s BABUERTE arms—prom A9 namespace T, HF namespace 4@, Frll hosts A&s
ZR&A 9 kube—state—metrics.<namespace>:8080. #1& Metricbeat JR535 kube—
state—metrics #ER&RCIZEER— namespace T, N hosts AUAFZER I kube—state
—metrics:8080.,
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apiVersion: v1
kind: ConfigMap
metadata:
name: metricbeat—deployment—-modules
namespace: kube—system
labels:
k8s—app: metricbeat
data:
# This module requires "kube-state—metrics® up and running under “kube
—-system’ namespace
kubernetes.yml: |-
— module: kubernetes

metricsets:

state_node

state_deployment

state_replicaset

state_pod

state_container

period: 10s

host: ${NODE_NAME}

hosts: ["kube-state—metrics.arms—prom:8080"]
# Uncomment this to get k8s events:
— module: kubernetes

metricsets:

- event

v BieE RBAC tEAERE, 1RIE Metricbeat BJLASKERZE Kubernetes &E8F&RIZE .
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apiVersion: rbac.authorization.k8s.io/v1beta1

kind: ClusterRoleBinding

metadata:
name: metricbeat

subjects:

— kind: ServiceAccount
name: metricbeat
namespace: kube-system

roleRef:
kind: ClusterRole
name: metricbeat
apiGroup: rbac.authorization.k8s.io

apiVersion: rbac.authorization.k8s.io/vibetal
kind: ClusterRole

metadata:
name: metricbeat
labels:

k8s—app: metricbeat
rules:

- apiGroups: ["]
resources:

— nodes

— namespaces

— events

— pods

verbs: ["get", "list", "watch"]

— apiGroups: ["extensions"]

resources:

— replicasets

verbs: ["get", "list", "watch"]
— apiGroups: ["apps"]

resources:

gl

I

<

92
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— statefulsets
— deployments
verbs: ["get", "list", "watch"]
— apiGroups:
resources:
— nodes/stats
verbs:
— get
apiVersion: v1
kind: ServiceAccount
metadata:
name: metricbeat
namespace: kube—system
labels:

k8s—app: metricbeat

3. EZFE Metricbeat, HFEEEXRIRS.
BT kubect! HfTLATES:

kubectl apply —f metricbeat—kubernetes.yaml

kubectl get pods —n kube—-system

TR L 1ER Pods BFEEZ4TF Running K%, BME Kibana SEEERIge=E 2B
=

4. £ Kibana BEENEIE.
i ZERBRER Elasticsearch SLAIRY Kibana 24148,
BHRMESHES NER Kibana 12616 .
i BEZAMIZE Infrastructure.


https://help.aliyun.com/document_detail/122668.htm

1T Elastic SL Kubernetes 228N

i & Hosts. Kubernetes Pods XM EI Metrics (2.,

o BE Hosts XY Metrics (8. B2&HH LA Hosts, £ Map View I

155 Host, 15&#E View metrics, FERJIAEBXINAY CPU. Load. Memory FiEtR

@?E o

kibana

Discover

Visualize

Dashboard

Machine Learning

Infrastructure

Logs

APM

Uptime

Graph

Dev Tools.

Monitoring

Management

elastic

Logout

kibana

Discover
Visualize
ashboard
Timelion
Canvas

Maps

Machine Learning

Infrastructure

Logs

APM

Uptime

Graph

Dev Tools

Infrastructure

Hosts @ Defaur

Showing the last 1 minute of data from the time period

QU Search for infrastructure data... (e.g. hostname:he:

Infrastructure | iZbp15_

Host

Overview

CPU Usage
Load

Memory Usage
Network Traffic

Kubernetes

Overview

Node CPU Capacity
Node Memory Capacity
Node Disk Capacity
Node Pod Capacity

{TbpISgeoETS: oy L

z

6 v 03/30/2021 9:25:00 £

Host Overview

CPU Usage
9.7%

CPU Usage

100%
BO%
60%
0%
20%

0%

09:25 09:30 09:35

Metric CPU Usage ~

Group By: All ~

Al 3

Zop1Sgeot. o,

View logs

View metrics

EBOISER view host APM traces

iZbp ] SEM

+  03/30/2021 10:25:00 Reset

Load (5m) Memory Usage
0.1 15.9%
Outbound (TX)
209.5kbit/s
09:40 09:45 09:50 0955 10AM

=

< 94

T, B

Feedback

(=] &

Kubernetes Docker

E 03/30/2021 10250041 [ Auto-refresh

BETA

Inbound (RX)

241.7kbit/s
1010 1015 1020

o &% Kubernetes Pods XTI Metrics (58.: B £ Kubernetes, £ Map

View W& T, BHigE Pod,

mory. Network SEEIREIE .

%% View metrics,

A UEEXNA CPU. Me
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> @l

Infrastructure  metricbeat ]

o metricbeat. W
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o
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BFAMIEEE Dashboard, i%iFE[Metricbeat

BEHRRSNEIE.
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AR, Filebeat B88(#H DaemonSet 1=HIg2 28, HIRER FE5— P aiE—
PMEEIEITHISLAIREEIRE, FEEEXHFIRIREPEE kube—system G E=TE T,
TINRFEEBLNE, aJAFRIENEEN .

1. % Filebeat BtE&S4,
BT kubectl 5B =a28, TE Filebeat Be&N14 .

curl =L —O https://raw.githubusercontent.com/elastic/beats/6.8/deploy/kuberne

tes/filebeat—kubernetes.yaml

2. {8X Filebeat BEEES {4,
i {822 kind: DaemonSet FHIIRET S,

env:
- name: ELASTICSEARCH_HOST

value: es—cn—nif23p3mo0065****.elasticsearch.aliyuncs.com
- name: ELASTICSEARCH_PORT

value: "9200"
- name: ELASTICSEARCH_USERNAME

value: elastic
- name: ELASTICSEARCH_PASSWORD

value: ****
- name: KIBANA_ HOST

value: es—cn—nif23p3mo0065****—kibana.internal.elasticsearch.aliyuncs.com
- name: KIBANA_ PORT

value: "5601"
- name: NODE_NAME

valueFrom:

fieldRef:

fieldPath: spec.nodeName
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285 =l
ELASTICSEARCH_HOST FIEEZ Elasticsearch SLAIRIFA ML
ELASTICSEARCH_PORT fiEB = Elasticsearch SLAIRYFAMH o

fIEE = Elasticsearch BIAAFE, BUAME

ELASTICSEARCH USERNAME .
elastic.

ELASTICSEARCH_PASSWORD elastic BFRYZERD

KIBANA_HOST Kibana FARgittilt .
KIBANA_PORT Kibana fAMiz .
NODE_NAME Kubernetes £&2&% Host,

i 122 name: filebeat—config 33MAY ConfigMap Ec&E8, BLE Kibana Output
=2, BRXHFERENMEESE,

output.elasticsearch:

hosts: ['${ELASTICSEARCH_HOST:elasticsearch}:${ELASTICSEARCH _
PORT:9200}]

username: ${ELASTICSEARCH_USERNAME}

password: ${ELASTICSEARCH_PASSWORD}
setup.kibana:

host: "https://${KIBANA_HOST}:${KIBANA_PORT}"

=]

il BicE Kubernetes, REFEHE.
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#Bid Elastic 3LH Kubernetes 82NN
apiVersion: v1
kind: ConfigMap
metadata:
name: filebeat-inputs
namespace: kube—system
labels:
k8s—app: filebeat
data:
kubernetes.yml: |-
— type: docker
containers.ids:
pProcessors:
— add_kubernetes_metadata:
host: ${NODE_NAME}

in_cluster: true

3. 1 Kubernetes $E3E Filebeat, HFEERRIRES.
BT kubect! HITLATES:

kubectl apply —f filebeat—-kubernetes.yaml

kubectl get pods —n kube-system

TR BAIR Pods RFEII4TF Running X%, BE Kibana SE&BRIseaEAEIMEN
=

4. £ Kibana B&RTEE.
i ZRBEREZ Elasticsearch SLHIRY Kibana =414
BFRRELEESIER Kibana 1258 .
i & Hosts. Kubernetes Pods SIRAIHE.
o BF Hosts MUAHFEE: BiG LM Hosts, 7 Map View M&E T, BHiEE
Host, ## View logs, FAILAESE Host ELATHE.


https://help.aliyun.com/document_detail/122668.htm

Sieog
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o &%F Kubernetes Pods XIMAIHEER: BHA LA Kubernetes, £ Map Vie
wRE T, BEigEE Pod, %% View logs, FirlLAEZE Pod SERFHE.

kibana

&1 Elastic APM SCEL FRfE R iRl

Elastic APM @&7F Elastic Stack 2RI AEFMRERIERS . BiIesSChymi=ire
ARSSFNR FARZFRITNRE, REBGNBKRIIIRATEFIEIRET S SREFRABRINGHT
TP IEKEFHMAMEER, BIMEERRNERFHES LR, Elastic APM IRATLL
B ERLIBAVEIR . BERIARL, BEEIRBIEHER, HOFRI R ERIREL

%7 Elastic APM EZRIMA, 1520 Elastic APM Overview.

1. EBE APM Server &g,
AR BIER Kubernetes 8%, i@1Y ConfigMap 1=#I28E X apm—server.yml XX
%, FH¥I8a4 Pods B3, 81 service LIRS Bal &I FNGREIE .

B & apm-server.yml 34,
SENRENHNSUT:


https://www.elastic.co/guide/en/apm/get-started/6.8/overview.html

i®1d Elastic SLI Kubernetes 2N < 100

apiVersion: v1
kind: ConfigMap
metadata:
name: apm-deployment—config
namespace: kube—system
labels:
k8s—app: apmserver
data:
apm-server.yml: |-
apm-server.host: "0.0.0.0:8200"
output.elasticsearch:
hosts: [[${ELASTICSEARCH_HOST :elasticsearch}:${ELASTICSEARC
H_PORT:9200}]
username: ${ELASTICSEARCH_USERNAME}
password: ${ELASTICSEARCH_PASSWORD}
setup.kibana:
host: "https://${KIBANA_HOST}:${KIBANA_PORT}"

apiVersion: apps/v1
kind: Deployment
metadata:
name: apmserver
namespace: kube—system
labels:
k8s—app: apmserver
spec:
selector:
matchLabels:
k8s—app: apmserver
template:

metadata:
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labels:
k8s—app: apmserver
Spec:
serviceAccountName: apmserver
hostNetwork: true
dnsPolicy: ClusterFirstWithHostNet
containers:
— name: apmserver
image: docker.elastic.co/apm/apm-server:6.8.14
args: [

-c", "/etc/apm-server.yml",

g

]
env:
— name: ELASTICSEARCH_HOST

value: es—cn—o0ew20i5h90006™*** elasticsearch.aliyuncs.com
— name: ELASTICSEARCH_PORT

value: "9200"
— name: ELASTICSEARCH_USERNAME

value: elastic
- name: ELASTICSEARCH_PASSWORD

value: ****
- name: KIBANA _HOST

value: es—cn—o0ew20i5h90006****—kibana.internal.elasticsearch.aliyu

Nncs.com

- name: KIBANA_ PORT

value: "5601"
- name: NODE_NAME

valueFrom:

fieldRef:
fieldPath: spec.nodeName

securityContext:

runAsUser: 0
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resources:
limits:
memory: 50Mi
requests:
cpu: 20m
memory: 30Mi

volumeMounts:

— name: config
mountPath: /etc/apm-server.yml
readOnly: true
subPath: apm-server.yml

volumes:
— name: config

configMap:
defaultMode: 0600
name: apm-deployment—config

apiVersion: v1
kind: Service
metadata:
name: apmserver
namespace: kube—system
labels:
k8s—app: apmserver
spec:

clusterlP: None

ports:

— name: http—metrics
port: 8200
targetPort: 8200

selector:

k8s—app: apmserver
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apiVersion: v1

kind: ServiceAccount

metadata:
name: apmserver
namespace: kube—-system
labels:

k8s—app: apmserver

2

o Deployment & &R+, {#H docker.elastic.co/apm/apm-server:6.8.14 &
ZBE Pods B2, BEMAFTEMIIE = Elasticsearch SLAIhRA—E
o 1B service XJEERFFEFE 8200 BRSSim O, fRIE APM Agents AJ5 APM Server &

-

Bo

S8 =l
ELASTICSEARCH_HOST FIEEZ Elasticsearch SLAIRIFA ML
ELASTICSEARCH_PORT FIEEZ Elasticsearch SLAIRIFAMIR o

fIEE = Elasticsearch BIAAFE, BUAME

ELASTICSEARCH_USERNAME _
elastic.

ELASTICSEARCH_PASSWORD elastic FBFRYZERD

KIBANA_HOST Kibana FARgittilt
KIBANA_PORT Kibana FAMix .
NODE_NAME Kubernetes £2&f Host,

i 22 APM Server 828, AEERRIKE.
BT kubect! HfTLATES:
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kubectl apply —f apm-server.yml
kubectl get pods —n kube—-system

ER: IBHAR Pods BIFEIPAET Running A%, BNTE Kibana SF&ERIRESEAEIERN
R

2. BECE& APM Agents,
AP 2EE Spring Boot SLIM—MERRI Web NMEHITE N JAR €, FE
JAR BF0M Maven Central FEa9&FT Java Agent H1EZIRRSSSE . EHEE, 15
200 Spring Boot #1 Maven Central,
i ZF Kubernetes 2, ELEBFRHEIE Dockerfile 314, X{4&79 myapply .
Dockerfile Z{4AEWT

FROM frolvlad/alpine—oraclejdk8

MAINTAINER peterwanghao.com

VOLUME /tmp

ADD spring—boot—0.0.1-SNAPSHOT .jar spring—boot—0.0.1-SNAPSHOT .jar
ADD elastic-apm—-agent-1.21.0.jar elastic-apm-agent—-1.21.0.jar

EXPOSE 8080

ENTRYPOINT ['java","-javaagent:/elastic-apm-agent-1.21.0.jar","-Delastic.ap
m.service_name=my-application","-Delastic.apm.server_url=http://apmserver:8
200","-Delastic.apm.application_packages=com.example","=jar","/spring—boot-
0.0.1-SNAPSHOT .jar"]

ENTRYPOINT EX&=REaNE1THY Java as S RESEUNT:


https://spring.io/guides/gs/spring-boot/
https://search.maven.org/search?q=g:co.elastic.apm AND a:elastic-apm-agent
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W

# plil

—javaagent 18 APM Agent {12 JAR 8.

oAk

—-Delastic.apm.service APM Service Name, fSFLULTFER: a-z. A-Z. 0-
_name 9. —. _K=THE,

-Delastic.apm.server_  APM Server URL, http://apmserver:8200 27

url apm-server.yml| 3{4+#J service X .

—Delastic.apm.applicati
Nz B2 R ROER A6 .
on_packages

—jar 1BEMNA JAR 8,

i 1Y docker build &5<#1 Dockerfile FEXHI myapply SEFEEER .
FEHBIEAET, P T@mS:

docker build -t myapply .

i BRI BRI H R T e
iVBCE Pods P&, XH& 9 my—application.yaml,
XHERBWT:

apiVersion: v1
kind: Pod
metadata:
name: my-apply
namespace: kube-system
labels:
app: my-apply
spec:
containers:

— name: my-apply
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image: myapply:latest
ports:

— containerPort: 8080
imagePullPolicy: Never
apiVersion: v1

kind: Service

metadata:

name: my—-apply
namespace: kube—-system
labels:
app: my-apply
spec:
type: NodePort
ports:
— name: http—metrics
port: 8080
nodePort: 30000

selector:

app: my—apply

i%BA: image JHEIFRYRES

iviE@id kubectl I7LAT®H<S, BBE Pods.

kubectl apply —f my—application.yaml

Vv FF18 Pods FiEI2TF Running R&fE, 8 Curl i5iaZEH1A9 30000 i%H .
W7 T

curl http://10.7.XX.XX:30000
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WHE: 10.7. XX XX #J Kubernetes B9 &= IP ik,
BENBIAIRII R NS, APM Agents EREREILI .

3. & Kibana i=Hl56&E APM HIEEEE .
i ZRBREZ Elasticsearch SLHIRY Kibana 24148
BARRMESHESNER Kibana 12516 .
i BEAMSRE APM,
il BB BN ERER, ASUREII my—-application, BILABRIIRSHIZKIEEEEURE .

APM / my-application / Transactions APM feedback C'Auto-refresh € @ Last24 hours %

my-application

‘ kibana

Discover

5)

Visualize Search transactions and errors... (E.g. transaction.duration.us > 300000 AND

=

|

Datcoee A\ There's no APM index pattern with the title "apm-*" available. To use the Query bar, please choose to import the APM index pattern via the Setup Instructions.

§ Timelion
Transactions  Errors  Metrics
[&] Canvas
o s Transaction duration Requests per minute
1ims 45,000 rpm
) Machine Learning i \
By Infrastructure L |
am: 22.500 rpm
o
Uptime - e
0GPM  09PM  Tued AN AV A 06PM  03PM  Tue30  O3AM  OGAM  09AM  12PM 03P
> Graph & b ° ® HTTP 42 7,278 rpm
Dev Tools
Name Avg. duration S5thpercentile  Trans. per minute Impact \
S NuIDig ResourceHttpRequestHandler Oms 0ms 7.227.5tpm

5% Management

iVERENANEREL, JUBEREFRINERKER.


https://help.aliyun.com/document_detail/122668.htm
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APM / my-application / Transactions / ResourceHttpRequestHandier APM feedback  C Auto-refresh € @ Last24hours >
PREY
Visualize Search transactions and errors... (E.g 0 AND context.response.status_code >
Dashboard A\ There's no APM index pattern with the title *apm-+" available. To use the Query bar, please choose to import the APM index pattern via the Setup Instructions.
ry.
Timell 9 = i
Transaction duration Requests per minute
Canvas 1ms 45,000 rpm
PSS
Maps M/\M ~
v

Machine Learning
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Infrastructure
Logs S

oms o L

s pm
APM 06 PM 09 pPM Tue 30 03AM 06 AM 09 AM 120M o3p 06 PM 09 PM Tue 30 03 AM 06 AM 09 AM 1290 o3p
2 @ Avg 0ms @ 95th e P40 7.278.1 rpm
Uptime
o Transactions duration distribution @
|
11000000 re,
Dev Tools
5500000 req.
Monitoring
Management Oreq. e B B e (o S . -, T —" D [ <
oms 20ms 40ms 60ms Bams 100ms 120ms 40 ms s0ms 180 ms 200ms
Actions ~
http://10.7.36.28:30000/
ace
108 ms 100.0% HTTP 4xx
Timeline Request Response System Service Process User Tags Custom
Services @ my-application
S elastic oms 20ms o = 108 ms

gout

% HTTP4xx ResourceHttpRequestHandler 108 ms
Default

v BE Hosts. Pods 18xBEMIEREIE

B Actions, 1%#% Show pod logs.
IEIREIE

Transaction sample
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7 hours ago (March

108 ms

Timeline Request Service Process

Response

System

Services @ my-application

%

% HTTP4xx ResourceHttpRequestHandler 108 ms

£
=~

Show pod metrics

Actions

UR ACTIONS
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B Show pod logs 2
Result
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@& Show pod metrics [
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@ View sample document |
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Logs Feedback
QU kubernetes.pod.uid: E 83 Default Customize 03/30/2021 8:00:10AM (>  Stream live
£y ~rie]
2021-63-30 08:00:10.828 at co.elastic.apn.agent . shaded. Inax.disruptor. BatchEventProcessor. processévents (BatcheventProcessor. Java:
Visualize 168) [2:2]
2021-63-30 08: at co.elastic.apm.agent.shaded. lnax.disruptor.BatchEventProcessor. run(BatchEventProcessor. java:125) [2:7]
Dashboard 2021-63-30 08: at java.lang.Thread.run(Thread.java:748) [?:1.8.0_202]
2021-03-30 08:00:10.828 Caused by: java.io.IOException: Error writing request body to server
e 2021-03-30 08:00:10.828 at sun.net.www.protocol.http. HttpURLConnection$StreamingOutputStrean. checkError(HttpURLConnection. java:3s
87) ~[?:1.8.8_202]
Canvas 3 . 3 ’ o T 20
2021-93-30 08:00:10.828 at sun.net.www.protocol.http.HttpURLConnection$StreamingOutputStream.write (HttpURLConnection. java:3578) ~
[?:1.8.0_202]
Maps
2021-83-30 ©8:60:10.828 at java.util.zip.DeflaterQutputStream.deflate(DeflaterOQutputStream.java:253) ~[?:1.8.6_202]
Machine Learning 2021-93-30 ©8:80:10.828 at java.util.zip.DeflaterOutputStream.write(DeflaterOutputStream.java:211) ~[?:1.8.0_202]
2821-03-30 08:00:10.828 at co.elastic.apm.agent.shaded.dslplatform.json.Jsonkriter.flush(Jsonkriter.java:579) ~[2:2]
Infrastructure 2021-03-30 08:00:10.828 +.. 9 more AR
2021-03-30 08:00:10.830 2021-03-36 00:00:10,829 [elastic-apm-server-reporter] ERROR co.elastic.apm.agent.report.IntakeVZReportingEventHan
dler - Error trying to connect to APM Server. Some details about SSL configurations corresponding the current con
nection are logged at INFO level.
2021-03-30 08:00:10.830 2021-03-30 00:00:10,829 [elastic-apm-server-reporter] ERROR co.elastic.apm.agent.report.IntakeV2ReportingEventHan
dler - Failed to handle event of type TRANSACTION with this error: Connection refused (Connection refused)
Uptime 2021-03-30 08:00:10.830 2021-83-30 06:00:18,829 [elastic-apm-server-reporter] INFO co.elastic.apm.agent.report.IntakeV2ReportingEventHan
dler - Backing off for ® seconds (+/-10%) Lkt

Gl 2021-63-30@ 08:00:10.830 2021-93-30 00:00:10,829 [elastic-apm-server-reporter] ERROR co.elastic.apm.agent.report.IntakeV2RepartingEventHan
dler - Error trying to connect to APM Server. Some details about SSL configurations corresponding the current con
nection are logged at INFO level.

Dev Tools

&j
m
=H

N
o [GRR: Kubernetes BL& {4 resources.requests NERIRER K, Pods TixlE
iz auR
fRRTTE: Metricbeat. Filebeat. APM EeE&X 4+ EIFEEIRE resources.request
s, BIVRIE Kubernetes EEEHSIEH AR ERIE

o [OER: EEPE Metricbeat. Filebeat. APM &zsht, —EIRfE. IREAEIZEM: no
matches for kind "DaemonSet" in version "extensions/vibeat1",
RREE: BER NS YML s, Daemonsets #1 Deployments BIRIRIER ext
ensions/vibetal, i v1.18 &L EARARY Kubernetes, Daemonsets. Deployme
nts 0 Replicasets &R extensions/vibetal APIS#IER, 1B{FER apps/vi.
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