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Dubbo, ] MOSNT‘Serwce Mesh iﬁ,ﬁ E VRNF 2z T BMIPELA eventisource-code-analyze

] ):I *E ’ Se rVI ce M es h H_J fltﬁ E_i_k ’ jE T/\ #28 by rootsongjc was closed on 10 Mar 2020
MOSN SREBfRHT: PI7ZE AHLE

" #27 b ' losed on 16 Mar 2020
M O S N ﬁ;*ﬂﬁ y rootsongjc was closed on ar
MOSN SERHRHT: HHiZEE

#26 by rootsongjc was closed on 16 Mar 2020

¥
o

MOSN with Istio Circuit

i N T T PO voniisource-code-anabyze

Running Circuit Breaker using MOSN #25 by rootsongjc was closed on 14 Feb 2020

with Istio.
MOSN SERBHEHT: HEATFEE

#24 by rootsongjc was closed on 5 Mar 2020

VISPt </ikk 3 GIET] event/source-code-analyze J

#23 by rootsongjc was closed on 21 Feb 2020

MOSN with Istio Istio with MOSN adapt
dubbo

MOSN with SkyWalking

Use SkyWalking as a trace
implementation.

Run the Bookinfo sample using

MOSN as data plane with Istio. Dubbo demo run with MOSN in Istio

env.

Start Scenario

Start Scenario Start Scenario Start Scenario



https://www.sofastack.tech/activities/service-mesh-webinar-2/
https://www.sofastack.tech/activities/service-mesh-webinar-1/
https://www.sofastack.tech/activities/sofa-channel-14/
https://www.sofastack.tech/activities/sofa-channel-13/
https://tech.antfin.com/community/live/1289
https://tech.antfin.com/community/live/1290
https://www.bilibili.com/video/av629142283/
https://www.sofastack.tech/blog/cloud-native-network-proxy-mosn-evolutionary-path/
http://a2m.msup.com.cn/a2m2020/a2m2020/course?id=14751
https://live.oschina.net/detail/l_5ec384d77531d_ItdDnNed/4?fromH5=true
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https://github.com/mosn/community/blob/master/wg-istio.md
https://docs.google.com/document/d/12lgyCW-GmlErr_ihvAO7tMmRe87i70bv2xqe4h2LUz4/edit

FRES — A istio

Type Feature Description Application scenarios Pb on the Istio priority iIssue status
original_dst  Forward the request based on tl In the Istio fransparent hijacking scenario, if no matching hitps://github.com/envoyproxy/qo-control- p0 hitps://github.com/mosn/mosn/issues/932 Done
(et pa WRR weight round robin Load balancing according to machine weight hitps://github.com/envoyproxy/go-control- 3/30/2020 hitps://qithub.com/mosn/mosn/pull/1161 Done
least req Choose the machine with the lo' Load balancing according to the number of machine requ hitps://github.com/envoyproxy/qo-control- p2 hitps://qithub.com/mosn/mosn/issues/1054 Done
Maglev Consistent hash based on the rtKeep the session hitps://github.com/envoyproxy/qo-control- p2 hitps://qithub.com/mosn/mosn/pull/1118 Done
Prkie WebSocket  Implement Websocket protocol Websocket proxy forwarding p3
UDP/QUIC  support UDP/QUIC proxy forwards the UDP/QUIC request p3 hitps://github.com/mosn/mosn/issues/1062 WIP
xDS xDS adapter  Adapt to Pilot's xDS API Manage MOSN by Istio p0 hitps://github.com/mosn/mosn/tree/feature-istio_ad Done
Fault Injection Injecting an delay or abort fault Simulate the application of exception scenarios, can inje« m:llgiﬂ\ub.comlenvm@o-conunl» p0 Jlgithub.com/mosn/mosn/pull/1063 Done
limit req limit request limiting protection Jlgithub.com/env o-control- p1 hitps://qithub.com/mosn/mosn/pull/1111 Done
Passive health If the number of errors exceeds Passive health check, disable abnormal service hitps://github. comlenvm xy/go-control- p0 hitps://github.com/mosn/mosn/issues/1055 Done
Circuit Breakinc Limits on the maximum number Services fo protect hitps://github.com/envoyproxy/go-control- p1 hitps://github.com/mosn/mosn/issues/395 WIP
Service governance External Author External Authorization Request authentication based on external authentication hitps://github.com/envoyproxy/qo-control- p2 https://github.com/mosn/mosn/issues/1056
Traceing Service observability Service observability p1 hitps://github.com/mosn/mosn/issues/1027 Done
Traffic mirror  traffic mirror fraffic mirror hitps://istio.io/latest/zh/docs/tasks/iraffic-r p1
Enhance rewrit regex_rewrite Rewrite the request's uri and host efc. hitps://qithub.com/envoyproxy/go-control- p1 hitps://github.com/mosn/mosn/issues/1191 WIP
host_rewrite
listener filter  Optimize the listener filter frame Support listener filter registration p1 hitps://github.com/mosn/mosn/pull/1014 Done
Framework extension Strict DNS clus' Support STRICT_DNS type Clu Service discovery by DNS hitps://github.com/envoyproxy/go-control- p1 hitps://github.com/mosn/mosn/pulli1 149 Done
Logical DNS ch Dynamic resolve domain and us Forward proxy by domain hitps://github.com/envoyproxy/qo-control- p1 hitps://qithub.com/mosn/mosn/pull/1005 Done
Lua Support Lua Support Lua hitps://github.com/envoyproxy/go-control- p2 TBD
Programmable capability
Wasm Support Wasm Support Wasm p2 TBD
gzipfilter ~ Support gzip response body  Gzip p2 hitps:/qthub comimosn/mosnipull 1151 Done
e plot-agentpmthmpodselvmnfoapl Plotagetnlledlhcheck p0 iitps: ).com/mosn/mosn/isSue Done
istio.stats filter Metrics suppout custom Lables Metrics suppolt custom Lables p1 WIP
parameter exte Parameter extension Compatible with pilot starting mosn p0 ttps-//github.com/mosn/mosn/issues 1 )2 Done




;:F;EQE';& o A Istio About the definition of general rate-limit rule API. #27

wangfakang opened this issue on Apr 22 - 2 comments

. wangfakang commented on Apr 22 - edited -

G il E
U D PA *Ijl.aiB I | am investigating UDPA of the rate-limit related rules recently, and found a related discussion here,

| hope it could be discussed in UDPA WG. @lizan @htuch @mattklein123
thx

* [RiA Proto
« [RiR key HIE X, &

+ MEEHRI _
e BE))IUE El\] Actl on ‘ % m htuch commented on May 12 Collaborator

@wangfakang | think this is a good topic to cover, I'll work on scheduling a UDPA-WG meeting in the
near future and we can include this.

Design ldeas

Extend the VirtualService API to provide meta routing configuration support:

AJ
- 1B A EY Router Proto
router: # (Optional) list of attributes based routes for a protocol
° ‘ i\ 15& 3 HTTP ? orotocol: # (Required): string (or enum) of supported protocols
| list of attribute based matcher(s) and destinations
[ JE,&EQ ij::l- all match conditions within a block have AND semantics

multiple match blocks have OR semantics
« HFMHRITIY BEER

L -

U2

match: # (Required): attribute match conditions
>: # (Optional): name of the match block
ibute

11
ttr S 2
- ke
walue: # One of the following
StringMatch: # exact, prefix, regex (Existing Spec for StringMatch)
set: # Any of the values in the set are considered a match
- StringMatcl

- LSTring, StringMatch>

- RouteDestination: # (Required) Existing RouteDestination spec
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Istio 2B EE BB — 1 iEF MOSN

ISTIO / BLOG / 2020 POSTS / USING MOSN WITH ISTIO: AN ALTERNATIVE DATA PLANE

Using MOSN with Istio: an alternative data

plane

A Cloud Native Proxy for Edge or Service Mesh

BY WANG FAKANG (MOSN.IO) | &

it

JULY 28, 2020 | ® 6 MINUTE READ

MOSN (Modular Open Smart Network) is a network proxy server written in GoLang. It was built at Ant Group as a
sidecar/AP| Gateway/cloud-native Ingress/Layer 4 or Layer 7 load balancer etc. Over time, we’ve added extra features,

like a multi-protocol framework, multi-process plug-in mechanism, a DSL, and support for the xDS APIs. Supporting

xDS means we are now able to use MOSN as the network proxy for Istio. This configuration is not supported by the

Istio project; for help, please see Learn More below.



@ github.com/proxy-wasm/spec

;:F;}E\QE Ay — Proxy-wasm ¢ WebAssembly for Proxies (ABI specification)

This repository contains specification of the low-level Application Binary Interface (ABI) and conventions to use

4t = between L4/L7 proxies (and/or other host environments) and their extensions delivered as WebAssembly modules.

=1
The event-driven streaming APIls and convenient utility functions were originally developed for the WebAssembly in

—/\F ] LD Envoy project, but they are proxy-agnostic, and consumers can use the same Proxy-Wasm extensions across
p rOXy wasm /TE "B A /J\I ;)L' /B / 7 A= 12 different proxies

ASERY WASM &1, TJLAEAR[E proxy IR il
RSP {ERH, STMBEIESH proxy R =

SDKs

e AssemblyScript SDK

e C++ SDK
« MOSN 3Z#F proxy-wasm Fr *+ Go (TinyGo) SDK
» Ak proxy-wasm BY Golang I, ZiFHEAf ~ EREDRR
golang Proxy server =J== Host environments
Servers
 Envoy

e |stio Proxy (Envoy-based)
https://github.com/mosn/proxy-wasm-go-host | MOsN |

e ATS (proof-of-concept)

4 mosn [ proxy-wasm-go-host

Libraries

e C++ Host

<> Code (1) Issues [l Pull requests O, | Go Host|




» JEKBs AR, [HEEH, WEEH

« REBIKRZRE K8s kb, —HEFI{i Istio

BR7 R

e MOSN £&5% dubbo-go %5 pub/sub, ERERE

" 7 POD"A" /7 POD"B"
\
. APP APP
« MOSN 3#F dubbo 7£ Istio FEYE S | |
eate PLANE xprotocol dub
e et AR k MOSN MOSN
%% e < Y \_ gand
oo
« pu&sub - - £
| CONTROL Sidecar
o . T e T
MOSN -— % MOSN N
Response
registry API registry API|

1 sub 1 sub
2 pub 3 req 4 resp 2 pub 3 req 4 resp o
configure watch i
OPERATOR © configure .@. Istio

APP APP o Operator

\




FFEES - B Sentinel

HRAR
- IR MRS AR —

« MOSN £} Sentinel, EHEERIREREES]

U
i e e
s

- BRI (<hEW/IRRES
. mmERr (Bsmns) s s AsE I MOSn

&N R (HKIEL2R %)

BiEMNBRR ERALBRA iS5 Kt EERHBRI
Bix Bix Bx Bix
R _
Rule Manager
R —— Sentinel

« |stio &5 /UDPA #IE
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SkyWalking

Driver

httpSkyTracer

http1

| 11|
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Tracer

httpSpan
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1.8 881+E& CPU/RSS/Goroutine =

20K ZFEME,

holmes
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=L BTILRY, AL

951 dump TG EE
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BRR/ RRIRE

L3918

https://github.com/mosn/holmes

every 5 seconds

CPU util Mem util Goroutine
CPU util ring 21 18 12 80 25 20 19 23 22 20
Mem util ring 21 18 12 25 25 20 19 23 80 20
goroutine ring 1400 1293 1388 1325 1322 8000 1363 1344 1400 1399
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Multiplexing
HeartbeatPredicate
GoAwayPredicate

ServiceAware

ProtocolMatch

Encoder

Decoder

Heartbeater

Hijacker
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Go Plugin WASM

s . . O t i g
mosn.io/mosn mosn.io/api @ Senon e >
xprotocol - . sidecar mosn
FARIR o 'mport protocol/xprotocol -
wrapper W?ﬁﬁﬁﬁ A.'ﬂ

[

import
codec SANDBOX SANDBOX
- 25, ®
€« —
go-plugin protocol ——» <«— Filter

wasm vm engine

wasm vm engine



-1
EES 3 golang/go
WmNEMINZEIBNFEEERES, BIIAMERNIET
<> Code (1) Issues 5k+ [} Pull requests 289 (») Actions "Il Projects :
=,
MOSN £ TLS EEHNAFELIHE, MESE . .
crypto/tls: pool Conn's outBuf to reduce memory cost of idle connections
O0OM, Derived from CL 263277, which includes benchmarks.

func (c xConn) writeRecordLocked(typ recordType, data [lbyte) (int, error) {
|+ outBufPtr := outBufPool.Get().(x[]byte)

ﬁ&ﬁ; - outBuf := xoutBufPtr

+ defer func() {
\SZ N /\ == PAaVIN — Mo 43 =y N + // You might be tempted to simplify this by just passing &outBuf to
1_=_--L‘_-|-_,\'f7-|§ﬂ *ﬁ, GO E|l‘] TLS %flﬂuzszn 2 /I\L_:.I:R.YP)\ == /I\ St
- // but that would make the local copy of the outBuf slice header
Buffer, u wou py utBuf sli
escape
;f:Ae“éﬁ§%§§ + // to the heap, causing an allocation. Instead, we keep around the
= = o + // pointer to the slice header returned by Get, which is already on
YT R s /— \ 4 — poh LA the
?‘Z'ﬂ]l_ﬂ SynC'POOl El{lﬁﬁk—'fj-'ﬁtﬂﬁl Jilv)'_'\zl:lT GO // heap, and overwrite and return that.

*xoutBufPtr = outBuf
outBufPool.Put(outBufPtr)

B BE&HA,
ZMHERNNZ LG =R 50% NAFELA.

()

+ + + + +




#Z 0 8E] - ZH5[EZ BabaSSL

BabaSSL

. M- - BEREIEZIT
=71 0pen>5L MOSN -tIsl.3+I§I¥:§1%‘

. ¥ SM EBZEE L
+ X#F QUIC &L
» MPK (iz1TEHAFRIF)
« Keyless

» TEHFINE-R

" SR . SMA
o BT

B~ L8255

https://github.com/mosn/BabaSSL



ZI0\EES] - B EE

1#M,: Changelog

+ ZHEE Plugin ¥ B https://github.com/mosn/mosn/releases
T ¥F Listen Filter mosn / mosn
° EIZ:EE ngp <> Code (1) Issues 116 I} Pull requests 15 (») Actions "'l Projects

e F¥F strict dns cluster

Releases Tags
% ¥5 DSL Bl

s XHEHREER ilegs
« S FF UDS v0.21.0 -

@onZFeb 0= €9535¢1 Eﬂzip Eﬂtar.gz DNotes ¥ Downloads
» ECEOJAL

0.20.0 -
MY B R )

@on 5Jan -O- 6elblf3 m zip m tar.gz [) Notes ¥ Downloads
+ ¥ netpoll &1
p v0.19.0 -

® ij%-:}-‘_j:%ﬁg @on‘IDec 2020 -O- 2adbcbc m zip m targz [) Notes ¥ Downloads
* 35 metric BN v0.18.0 =

@on 3 Nov 2020 -O- 43d6ac2 m zip m tar.gz [ Notes ¥ Downloads

« T #F auto proc

+ XIHFEZEMARPEEA v0.17.0 -

@on 30 Sep 2020 -O- 91338cHO m zip m tar.gz D Notes ¥ Downloads
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REREMNEYT &

Envoy ,

Data Plane

Envoy work thread

2

Http Golang extension filter <

Cluster LB

|

-

8

xDS Manager

\\

Control Plane

xDS

w

/\

CGO

— — — — — —

F =y

- Envoy # &

GolLang Runtime

/

Golang L7 extension SDK

¥

|stio

—
Data flow

_
Control flow

Envoy £t Xi¥18

A proposal of high-performance L7 network GoLang extension for Envoy. -5,
() Open

—
¥,

E3Z%F Demo, XKl

wangfakang opened this issue 4 days ago - 19 comments

mattklein123 commented 4 days ago Member (J) ««*

Envoy maintainer W @iZ 5 =
In general I'm in favor of doing thisfas | think it would unlock a huge amount of extensibility within the existing cloud native

ecosystem.A ew nigh level comments:

* Cross referencing #15113 which talks about using Envoy as an application platform (cc @nobodyiam). There is a lot of related

concepts here, but in particular | really like the idea of allowing the embedding of DaEr sszle programs within Envox that all
exist out of the Erima[x tree. L7 GoLang extension Bﬁm A Dapr ﬁE?J

e | really want to figure out how to intersect this work with the work that the Cilium folks have done (cc @jrajahalme @tgraf).

IMO we should upstream the Cilium L4 extension also and figure out how to make things consistent between L4 and L7 as
much as possible. - - . -
AIETtiEREHN Cilium 357 L4 #0 L7 Golang extension 53

| think the next steps here are to put together a more long form gdoc/design doc on this topic, and hopefully connect with the
Cilum folks to come up with a shared plan. Feel free to email me if folks need help connecting. Thank you!

https://github.com/mosn/mosn/blob/master/pkg/r étworkextention/README-cn.md
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= Code
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- HEIFSCIT Write once, Run anywhere

Cloud Environment Cloud KMS



Application Runtime - API R

o BAEMXE[EHIZE API FRE
: gI{E Dapr A Envoy &t XEEM M HE, 23N CNCF HBFrR

Dapr 1t X Envoy £t X

dapr / dapr X envoyproxy / envoy
(> Code Q@ Issues 253 {1 Pullrequests 28 (>) Actions ) Security 1~“ Insights <> Code Q) Issues 970 i1 Pull requests 123 (*) Actions [I"l] Projects 1 wiki ) Security 27 |~ Insights
[Discussion] Future plans for dapr api #281/ Does Envoy intend to evolve to an application runtime? #15113
nobodyiam opened this issue 25 days ago - 16 comments nobodyiam opened this issue 24 days ago - 1 comment
e nobodyiam commented 25 days ago © = @ nobodyiam commented 24 days ago @) oo
@ msfussell commented 24 days ago Contributor @ o0
@nobodyiam -II agree with you]that this is a direction to go and it will be interesting if there is a desire to separate out the
APIs. It is certainly a direction to keep in mind as Dapr is further adopted. Would like to hear other people's thoughts here. w mattklein123 commented 23 days ago Member (@) ---
y

| This is something | have thought about and would be interested in discussingj | think with WASM this becomes tractable in

. . o - : . some pretty interesting ways. Gan you reach out to me and we can discuss further (contact info on my website if you can't
@ artursouza commented 24 days ago Dapr maintainer AB] E T892 Contributor (2 o p fY gl g way y ( y y
: otherwise find it)?

|There is an opportunity for Dapr APl to mature and become a spec.ll believe we will need at least another version of the Dapr
O teel more contident about extracting a spec out or It.
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